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SECTION B — SUPPLIES OR SERVICES AND PRICES / COSTS

NOTE: The Section numbers in this Task Order (TO) correspond to the Section numbers in the
Alliant Contract. Section B of the contractor’s Alliant Contract is applicable to this TO and is
hereby incorporated by reference. In addition, the following applies:

B.1 GENERAL

The work shall be performed in accordance with all Sections of this TO and the contractor’s
Basic Contract, under which the resulting TO will be placed.

B.5 CONTRACT ACCESS FEE

The General Services Administration’s (GSA) operating costs associated with the management
and administration of this contract are recovered through a Contract Access Fee (CAF). The
amount of the CAF is % % (i.e., (.0075)) of the total price/cost of contractor performance. Each
TO issued under the base contract shall have a separate Contract Line Item Number (CLIN) to
cover this access fee, and this CAF shall be obligated at TO award. The following access fee
applies to TOs issued under the base contract.

GSA-Issued Task Orders:
Orders in excess of $13.3 million are capped at $100,000 per order year.

B.6 ORDER TYPES

The contractor shall perform the effort required by this TO on a Cost-Plus-Award-Fee (CPAF)
basis for CLINs 0001-0002, 1001-1002, 2001-2002, 3001-3002, 4001-4002, and 5001-5002, and
Not To Exceed (NTE) Cost Reimbursable basis for CLINs 0003-0006, 1003-1006, 2003-2006,
3003-3006, 4003-4006, and 5003-5006.

B.7 ORDER PRICING (ALL ORDER TYPES)

Long distance travel is defined as travel over 50 miles. Local travel will not be reimbursed.
The following abbreviations are used in this price schedule:

CPAF Cost-Plus-Award-Fee
NTE Not-to-Exceed
ODC Other Direct Cost
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B.7.1.1 BASE PERIOD:

LABOR CLINs — Cost Plus Award Fee

CLIN

Description Estimated Cost

Award Fee

Total Estimated
Cost Plus Award
Fee

Labor — Task 1,

0001 |Task 2, Tasks 3, and
4
Labor — Task 5
0002

Optional Task

TRAVEL, TOOLS and ODC CLINs

CLIN Description Total Ceiling Price
Long Distance Travel Including Indirect Handling | NTE
0003
Rate [ENEHNN
0004 | Tools Including Indirect Handling Rate {5 NTE
0005 | ODCs Including Indirect Handling Rate [[SJEEE NTE
0006 |Contract Access Fee 0.75% NTE
0007 |FCCM NTE
TOTAL BASE PERIOD CLINS: $ 1.529.560.04
B.7.1.2 OPTION PERIOD 1:
LABOR CLINs — Cost Plus Award Fee
Total Estimated
Cost Plus Award
CLIN Description Estimated Cost| Award Fee Fee
Labor — Task 1,
1ool Tasks 3, and 4
Labor — Task 5
1002 Optional Task
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TRAVEL, TOOLS and ODC CLINs

CLIN Description Total Ceiling Price
1003 Long Distance Travel Including Indirect Handling | NTE
Rate [ENENN
1004 | Tools Including Indirect Handling Rate [{SJNE NTE
1005 | ODCs Including Indirect Handling Rate [{SJNEHE NTE
1006 | Contract Access Fee 0.75% NTE
1007 |FCCM NTE
TOTAL OPTION PERIOD 1 CLINS: $ 5.839.567.00
B.7.1.3 OPTION PERIOD 2:
LABOR CLINs — Cost Plus Award Fee
Total Estimated
Cost Plus Award

CLIN

Description Estimated Cost| Award Fee

Fee

2001

Labor — Task 1,
Tasks 3, and 4

2002

Labor — Task 5
Optional Task

TRAVEL, TOOLS and ODC CLINs

CLIN Description Total Ceiling Price
2003 Long Distance Travel Including Indirect Handling | NTE
Rate [N
2004 | Tools Including Indirect Handling Rate [{SjJE NTE
2005 | ODCs Including Indirect Handling Rate [[SJNEEE NTE
2006 | Contract Access Fee 0.75% NTE
2007 |FCCM

TOTAL OPTION PERIOD 2 CLINS:

B.7.1.4 OPTION PERIOD 3:
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LABOR CLINs — Cost Plus Award Fee

CLIN

Description Estimated Cost| Award Fee

Total Estimated
Cost Plus Award

Fee

Labor — Task 1,

3001 Tasks 3, and 4
Labor — Task 5
3002 Optional Task
TRAVEL, TOOLS and ODC CLINs
CLIN Description Total Ceiling Price
3003 Long Distance Travel Including Indirect Handling | NTE
Rate [ENENN
3004 | Tools Including Indirect Handling Rate ({5 NTE
3005 | ODCs Including Indirect Handling Rate iGN NTE
3006 | Contract Access Fee 0.75% NTE
3007 |FCCM NTE
TOTAL OPTION PERIOD 3 CLINS: $ 5.753.449.59
B.7.1.5 OPTION PERIOD 4:
LABOR CLINs — Cost Plus Award Fee
Total Estimated
Cost Plus Award
CLIN Description Estimated Cost| Award Fee Fee
Labor — Task 1,
4001 Tasks 3, and 4
Labor — Task 5
4002 Optional Task

TRAVEL, TOOLS and ODC CLINs

Total Ceiling Price

CLIN Description

Long Distance Travel Including Indirect Handling | NTE
4003

Rate QNG
4004 | Tools Including Indirect Handling Rate [{SJJE NTE
4005 | ODCs Including Indirect Handling Rate [[SJNEEE NTE

Task Order GSQ0014AJ0143
Modification PS04




CLIN Description Total Ceiling Price
4006 | Contract Access Fee 0.75% NTE
4007 |CAF NTE

TOTAL OPTION PERIOD 4 CLINS:

B.7.1.6 OPTION PERIOD 5:
LABOR CLINs — Cost Plus Award Fee

Total Estimated
Cost Plus Award
CLIN Description Estimated Cost| Award Fee Fee

Labor — Task 1,
5001 |Task 2, Tasks 3, and
4

Labor — Task 5
5002 Optional Task

TRAVEL, TOOLS and ODC CLINs

CLIN Description Total Ceiling Price
Long Distance Travel Including Indirect Handling | NTE

5003
Rate [EINENN

5004 | Tools Including Indirect Handling Rate [S)EHE NTE

5005 | ODCs Including Indirect Handling Rate [{SJEI NTE

5006 | Contract Access Fee 0.75% NTE

5007 |FCCM NTE

TOTAL OPTION PERIOD 5 CLINS:

R
GRAND TOTAL ALL CLINS: R

Task Order GSQ0014AJ0143
Modification PS04



SECTION B — SUPPLIES OR SERVICES AND PRICES / COSTS

B.12 SECTION B TABLES

B.12.1 INDIRECT/MATERIAL HANDLING RATE

Travel, Tools, and ODC costs incurred may be burdened with the contractor’s indirect/material
handling rate commensurate with forward pricing rate agreements and if such indirect/material
handling rate is not included in the fully burdened labor rate.

B.12.2 DIRECT AND INDIRECT RATES

B.12.2.1 INDIRECT LABOR RATES

All indirect rates proposed and billed under this task order shall be commensurate with the most
current DCAA approved forward pricing rate agreement. Indirect rates include, but may not be
limited to, indirect material handling rates, overhead rates, and general and administrative rates.

B.13 INCREMENTAL FUNDING

B.13.1 INCREMENTAL FUNDING LIMITATION OF GOVERNMENT’S
OBLIGATION

Incremental funding for CLINs 2001 through 2007 is currently allotted and available for
payment by the Government. Additional incremental funding for these CLINs will be allotted
and available for payment by the Government as the funds become available. The estimated
period of performance covered by the allotments for the mandatory CLINSs is from award
through September 30, 2014, unless otherwise noted in Section B.7. The TO will be modified to
add funds incrementally up to the maximum of $28,652,889.12 over the performance period of
this TO. These allotments constitute the estimated cost for the purpose of Federal Acquisition
Regulation (FAR) Clause 52.232-22, Limitation of Funds, which applies to this TO on a CLIN-
by-CLIN basis.

Cost Plus Award Fee Incremental Funding Chart: See Section J, Attachment O.
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B.14 AWARD FEE CALCULATION TABLE

Award Fee
Year Period |Months Covered ESELLELD © 4 G IR Earned Fee Unearned Fee

Fee Pool
7/12-9/12 1 3
10/12-3/13 2 6
4/13-9/13 3 6
10/13-3/14 4 6
4/14-9/14 5 6
10/14-3/15 6 6
4/15-9/15 7 6
10/15-3/16 8 6
4/16-9/16 9 6
10/16-6/17 10 9

Calculations for the Award Fee Pool are referenced in Section J Attachment J; Award Fee
Determination Plan
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SECTION C — PERFORMANCE-BASED STATEMENT OF WORK

NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant
Contract. Section C of the contractor’s Alliant Contract is applicable to this TO and is hereby
incorporated by reference. In addition, the following applies:

C.1 BACKGROUND

Database support services for the General Services Administration (GSA), Federal Acquisition
Service (FAS), Office of the Chief Information Officer (OCIO) are currently provided in the
Metro Washington, DC area, and at the Western Distribution Center in Stockton, CA. The
specific characteristics of each facility reflect both FAS systems requirements and historical
development. GSA FAS currently owns server, peripheral, and network hardware and software
installed in each site, and provides these as Government Furnished Property (GFP) to Contractor
personnel who conduct day-to-day operations, systems administration, and technical support.

C.1.1 PURPOSE

The FAS OCIO requires information technology (IT) services to manage, support and modernize
its database and application middleware server support. FAS OCIO intends to take advantage of
new technologies to better leverage database infrastructure support services such as Database as
a Service (DaaS) and Software as a Service (SaaS), and an Information Technology
Infrastructure Library (ITIL) management framework across IT services.

FAS’ goal is to modernize its IT infrastructure by transitioning to a technical framework that
enables rapid response to emerging internet and technology trends and complex Government
requirements. FAS also seeks to redesign database infrastructure, leverage contractor owned and
implemented robust database, and middleware monitoring tools.

C.1.2 AGENCY MISSION

FAS assists Federal agencies throughout the world to acquire supplies, furniture, computers,
tools, and equipment. The products and services offered to these Federal agencies include office
equipment and supplies, laboratory equipment, paint, tools, hardware and software, copiers,
furniture, vehicles, and an array of service contracts that support other critical requirements (e.g.,
charge cards and financial management services). FAS Fleet provides vehicle services to
Federal agencies, offering a modern fleet and timely replacement of vehicles, lower lease costs,
professional maintenance management, and a selection of alternative-fuel vehicles. FAS also
helps Federal agencies dispose of items they no longer need by transferring them to other
Government agencies or nonprofit organizations or by selling them to the public.

FAS provides best-value services, products, and solutions to customers that increase overall
Government effectiveness and efficiency. The FAS OCIO develops and manages applications
and systems in support of FAS business lines and staff offices in accordance with policy
established by the GSA Chief Information Officer
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SECTION C — PERFORMANCE-BASED STATEMENT OF WORK

GSA FAS is organized into four primary business portfolios, six supporting integrator offices,
and 11 Regions.

C.2 SCOPE

The scope of the Database and Application Middleware Server Support requirement is to provide
timely and cost efficient support services to stakeholders including core applications such as
GSA Advantage and eOffer and their users. The FAS OCIO requires Database support services
at FAS locations in the Metro Washington DC area, and at its Western Distribution Center in
Stockton, CA.

During the period of performance of this task order, it is the Government’s desire to migrate
critical database services to technologies that enhance efficiency, are robust, and reliable to serve
FAS stakeholders. Database as a Service (DaaS) and “cloud computing” initiatives are two
examples of alternate paradigms that can be adapted to meet the dynamic database requirements
of the GSA FAS organization and stakeholders. The contractor, as an optional task, shall
investigate emerging technologies, industry best practices, and Government regulations and
guidelines, and provide recommended solutions and high level migration schedules for the FAS
OCIO to consider. Once the Government decides on the best solution, the contractor shall begin
to adapt, or migrate the GSA FAS databases to other database platforms that leverage emerging
technologies and moves GSA FAS towards a technology solution that offers more efficient
capacity utilization. In addition to database support, the contractor shall also manage and
maintain (including patching and software upgrades), FAS Application Server (middleware)
software components, primarily JBOSS, as well as Tomcat and ColdFusion.

The contractor shall support the database and application server(middleware) support
requirements of the FAS business lines and support offices, and the contractor shall provide
these services at current levels or better, as determined by the SLRs included in the Section
F.8.1, until transition to the selected database solution is complete and accepted by the
Government. The contractor’s schedule of milestones for transition activities (including all gate
reviews and integration testing) shall be provided in the contractor’s transition in plan. The
contractor shall update transition activities if necessary with close oversight and approval by
Government personnel.

C.3 CURRENT INFORMATION TECHNOLOGY (IT)/NETWORK ENVIRONMENT

Currently, FAS leverages various databases to operate and run mission critical business
applications, such as GSA Advantage and eOffer. As part of this requirement, the contractor
shall be responsible for support these databases, which includes the Sybase database
environment, Oracle, MS SQL, and MY SQL. Details of the current environment are provided in
Section J Attachment A.
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SECTION C — PERFORMANCE-BASED STATEMENT OF WORK

C.4 OBJECTIVE

The objective of the TO is to provide FAS OCIO with Database Services and Application Server
support services, also referred to as middleware, while implementing an ITIL management
framework. GSA FAS seeks to achieve improved database systems quality, availability,
security, integration, and high quality service levels to end-users. FAS seeks to minimize
operating costs by leveraging matrix resources for routine administrative tasks (non-dedicated
resources) and in the future migrate to more cost-effective technology platforms, as well as
enable existing FAS IT staff to focus on higher “value added” IT management, technology, and
program support functions.

GSA FAS intends to leverage the contractor’s tools, which shall be provided as a service, to
manage, monitor, and maintain FAS production databases and middleware components (these
tools should monitor the majority of the Oracle, Sybase and MS SQL production database
environments). These tools shall also be leveraged as a method to implement the management
framework that GSA FAS requires. GSA FAS seeks to optimize database and middleware
monitoring through the use of dashboards that collect and report system alerts real-time for all
critical IT assets (production at a minimum), and leverage robust tools to perform automated
deployments for some FAS applications. Additionally, GSA FSA intends to implement
administration processes, through establishing a Configuration Management Database (CMDB)
that includes configuration interactions between databases, middleware, and applications. The
CMDB will monitor critical systems that support FAS, as well as monitor key database and
Application Server (middleware) components.

GSA FAS seeks to optimize database and middleware monitoring through the use of dashboards
that collect and report system alerts real-time for all critical IT assets (production at a minimum),
and leverage robust tools to perform automated deployments for some FAS applications.

GSA FAS seeks assistance to evaluate, test, and adapt legacy applications using cost-effective
technologies like virtualization, Infrastructure as a Service (laas), Database as a Service (Daas)
and Platform as a Service (PaaS).

Additional objectives include:

e Ensuring FAS database and middleware components are secure and not vulnerable to
security attacks.

e Redesign of the Oracle infrastructure to be highly available, redesign of the FAS Data
Warehouse system to be more efficient and highly available, implement database
redundancy for GSA Advantage.

e Leveraging critically needed database skills by encouraging knowledge transfer and cross
training across FAS database management products, applications, and procedures.

C.5 TASKS
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SECTION C — PERFORMANCE-BASED STATEMENT OF WORK

The contractor shall perform the following tasks under the TO:

CsSa TASK 1-PROVIDE PROGRAM MANAGEMENT

The contractor shall provide program management support under this task order. This includes
the management and oversight of all activities performed by contractor personnel, including
subcontractors (if applicable), to satisfy the requirements identified in this Performance-Based
Statement of Work (PBSOW). The contractor shall identify a Program Manager (PM) by name,
who shall provide management, direction, administration, quality assurance, and leadership of
the execution of this task order.

CsS.1.1 SUBTASK 1 - COORDINATE A PROJECT KICK-OFF MEETING

The contractor shall schedule and coordinate a Project Kick-Off Meeting at the location
approved by the Government (in Crystal City, Arlington, VA) no later than 15 calendar days
after task order award. The meeting shall provide an introduction between the contractor
personnel and Government personnel who will be involved with the task order. The meeting will
provide the opportunity to discuss technical, management, and security issues, as well as travel
authorization and reporting procedures. At a minimum, the attendees shall include contractor
Key Personnel, who shall coordinate with the FEDSIM COR to include all relevant Government
personnel. The contractor shall provide the following at the Project Kick-Off meeting:

e Transition-In Plan Overview Briefing
e Completed security package for all contractor Key Personnel

The contractor shall provide the following within 10 calendar days of the Kick-Off meeting:

¢ Draft Project Management Plan (including service performance metrics)
e Earned Value Management (EVM) Plan

C.5.1.2 SUBTASK 2 - PREPARE A MONTHLY STATUS REPORT (MSR)

The contractor’s Project Manager shall develop and provide a MSR using MS Office Suite
applications, by the 15th of each month via electronic mail to the COR and TPOC. The MSR
shall include the following:

e Activities during reporting period, by task (include: on-going activities, new activities,
activities completed; progress to date on all above mentioned activities). Start each
section with a brief description of the task

e Problems and corrective actions taken. Also include issues or concerns and proposed
resolutions to address them

e Personnel gains, losses and status (MBI status, etc.)

¢ Government actions required

¢ Schedule (show major tasks, milestones, and deliverables; planned and actual start and
completion dates for each)

e Summary of trips taken, conferences attended, etc. (attach trip reports to the MSR for
reporting period)

Task Order GSQ0014AJ0143
Modification PS04
PAGE C-4



SECTION C — PERFORMANCE-BASED STATEMENT OF WORK

EVM statistics

Database operational reports

Accumulated invoiced cost for each CLIN up to the previous month
Projected cost of each CLIN for the current month

Comparison data/monthly performance reports

CS5.13 SUBTASK 3 - EARNED VALUE MANAGEMENT (EVM) CRITERIA

The contractor shall employ and report on EVM in the management of efforts executed under the
Cost Plus Award Fee (CPAF) identified tasks within this task order. See Earned Value
Management for the EVM requirements.

Cs5.14 SUBTASK 4 - CONVENE TECHNICAL STATUS MEETINGS

The contractor Program Manager shall convene a monthly Task Order Activity and Status
Meeting with the COR, TPOC, and other Government stakeholders. The purpose of this meeting
is to ensure all stakeholders are informed of the monthly activity and status report, provide
opportunities to identify other activities and establish priorities, and coordinate resolution of
identified problems or opportunities.

The contractor’s Program Manager shall provide Technical Status Meeting Minutes to the COR
within seven (7) calendar days the status meeting, to include:

Attendance

Issues discussed
Decisions made
Action items assigned

C.S5.1.5 SUBTASK 5 - PREPARE A PROGRAM MANAGEMENT PLAN (PMP)

The contractor shall document all TO support requirements in a PMP. The PMP shall detail
Standard Operating Procedures (SOPs) for all tasks. The PMP shall define policies and
procedures for managing and directing the effort for productivity, quality, cost control, and early
identification and resolution of problems. The PMP shall include milestones, tasks, and subtasks
required in the TO. The PMP shall provide for a Work Breakdown Structure (WBS), and
associated responsibilities and partnerships between Government organizations by which the
contractor shall manage all work. The PMP shall include the contractor’s Quality Control Plan
(QCP) and EVM Plan.

The contractor shall perform according to the Service Level Requirements identified in the
Award Fee Determination Plan (AFDP) and the contractor’s Government-approved QCP. The
contractor shall document any changes to these documents in the PMP.

The contractor shall provide the Government with an initial Draft PMP with in 10 calendar days
of the Project Kick-Off Meeting, on which the Government will make comment. The contractor
shall incorporate Government comments and provide a revised PMP to the Government no later
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SECTION C — PERFORMANCE-BASED STATEMENT OF WORK

than two (2) weeks after receipt of Government comments. The delivery schedule for the PMP
and other TO deliverables is provided in Section F of the task order.

C.5.1.6 SUBTASK 6-UPDATE THE PMP

The PMP is an evolutionary document that shall be updated annually. The contractor shall work
from the latest Government approved version of the PMP.

C.5.1.7 SUBTASK 7 - PREPARE TRIP REPORTS

The Government will identify the need for a Trip Report (if required) when the request for travel
is submitted. The contractor shall keep a summary of all long-distance travel, to include, at a
minimum, the name of the employee, location of travel, purpose of trip, trip duration, and POC
at the travel location.

Assuming approved funding is available, travel may be required for the purposes of program
management, software installation, system maintenance, and technical support. Travel shall be
approved in writing by the FAS COR in advance of any travel. Travel times, other than during
the standard work week, shall be performed as may reasonably be required for the expeditious
rendering of services there under, and shall be performed to the extent such travel is specifically
authorized by the FAS TPOC and COR only.

Travel and per diem shall be reimbursed in accordance with FAR 31.205-46, Travel Costs. As
applicable, the task order will have a cost-reimbursable line item with a not-to-exceed ceiling
amount. It is the Contractor's responsibility to ensure that adequate funds remain on the line item
prior to traveling.

Travel is considered to be a requirement for the contractor/subcontractor employee to work at a
facility at least 50 miles away from the contractor's primary duty station.

C.5.1.8 SUBTASK 8 - PROVIDE CUSTOMER FEEDBACK SURVEYS

The contractor shall establish and implement a methodology for providing customer feedback.
This shall include processes, procedures, and capabilities to assess: customer satisfaction,
emerging requirements, and developing trends. The contractor shall also implement
processes/procedures and communication media to keep stakeholders and functional proponents
informed of the project’s status, future plans, and opportunities, including a bi-annual review to
ensure that performance meets GSA FAS stakeholder expectations.

C.5.2 TASK 2 - PROVIDE TRANSITION MANAGEMENT SERVICES

The contractor shall implement a transition in methodology contained in their Government-
approved Transition-In Plan that is based on the contractor’s transition approach presented in
their technical proposal to ensure that contractor personnel and subcontractor personnel (if
applicable) provide a seamless, risk mitigated, and effective transition. The contractor shall
ensure that transition activities do not disrupt FAS services to stakeholders. Transition
management services primarily include FAS databases, related database tools and middleware
components.
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SECTION C — PERFORMANCE-BASED STATEMENT OF WORK

All Transition-in activities shall be completed no later than September 22", 2012. The contractor
shall provide a single point of contact to verify contractor personnel security packages are
complete prior to submission, and expedite communications with the FAS OCIO security POC
through transition.

Within the transition-in period, the Government will provide the contractor with necessary
Government Furnished Information (GFI) and GFP. During the transition period, the incumbent
contractor shall remain responsible for all database sustainment activities until officially relieved
by the Government and the new contractor assumes full responsibility. There shall be overlap
between the incumbent and new contractor during the transition period.

The transition shall ensure minimum disruption to vital Government business activities. The
contractor shall ensure that there will be no service degradation during and after transition. The
contractor-developed, detailed Transition-In Plan shall provide for, at a minimum, the following:

An overview of the transition effort

An updated (if needed) schedule with milestones and tasks
Description of systems and GFP to transition

Transition of GFP/GFI

Transition knowledge and information from key contractor personnel
Transition knowledge and information regarding risk or problem areas

The contractor shall provide a Transition-In Plan Overview Briefing at the Project Kick-Off
meeting.

CS.2.1 SUBTASK 1 - TRANSITION-IN PLAN

The Contractor shall deliver a draft Transition-In Plan 10 days after the task order award. The
Transition-In Plan shall incorporate a phased approach enabling FAS to maintain continuity of
database services throughout the transition. The Contractor shall deliver a Transition-In Plan
that addresses the following requirements at a minimum:

e The Transition-In Plan shall identify all project management, procedures and tools to be used
to manage the transition

e The Transition-In Plan shall detail the impacts of transition, database/middleware ownership,
GFP/space, and a complete detailed schedule for transition, focusing on ensuring business
continuity throughout transition

e The Transition-In Plan shall also define contractor’s approach to staffing, progress reporting,
coordination with third-party providers, and customer education and communication

The final Transition-In Plan shall be delivered to the Government no later than 10 days after the
Government provides comments on the Draft Transition-In Plan. The contractor shall coordinate
its proposed sequence for transitioning with FAS and shall make adjustments to the sequence,
prior to making the Transition-In Plan final. The contractor shall submit the final Transition-In
Plan to the GSA FAS Information Systems Security Officer (ISSO) for approval. The contractor
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SECTION C — PERFORMANCE-BASED STATEMENT OF WORK

shall not proceed with transition without obtaining FAS and ISSO approval of the Transition-In
Plan in its entirety or in part. The contractor shall provide integration and testing activities as part
of the transition. The contractor shall develop and document an Integration and Testing Plan as
part of the Transition-In Plan. The contractor shall manage the integration test environment and
conduct integration and security testing for all transitioned components as defined in FAS and
Federal security documents that will be provided at the Project Kick-Off Meeting.

For all new transitioned components, the contractor shall evaluate all new and upgraded system
components and services for compliance with FAS security rules, regulations and procedures.
The contractor shall access and communicate the overall impact and potential risk to system
components prior to implementing changes. The contractor shall develop, conduct and document
any User Acceptance Testing (UAT) requirements.

C.5.2.2 SUBTASK 2 - PROVIDE TRANSITION OUT SUPPORT

The contractor shall support the Government during transitioning out of the TO. The contractor
shall prepare a Transition-Out Plan that details all transition out activities, to include both
contractor and Government personnel roles, to ensure that there is a seamless transition to an
incoming contractor /Government personnel at the expiration of the task order. The contractor
shall provide a Transition-Out Plan no later than (NLT) 90 days prior to expiration of the TO.
The contractor’s Transition-Out Plan shall identify how the contractor shall coordinate with the
incoming contractor and Government personnel to transfer knowledge regarding the following:

Project management processes

Points of contact

Location of technical and project management documentation

Status of ongoing technical initiatives

Appropriate contractor to contractor coordination to ensure a seamless transition
Transition of key personnel roles and responsibilities

Transfer of any GFI/GFP

Transfer of any Software Agreements (see Section H.25)

Identify schedules and milestones

Identify actions required of the Government

The contractor shall establish and maintain effective communication with the incoming
contractor/Government personnel during the transition out period via weekly status meetings or
other Government-approved transition communication methodology.

C.5.3 TASK 3 - DATABASE SERVICES

C.5.3.1 SUBTASK 1-DATABASE AND APPLICATION SERVER
ADMINISTRATION

For FAS designated servers, the contractor shall manage and maintain all production and non-
production databases, database servers, and application servers. The contractor shall manage,
maintain, and administer physical data storage, access, and security in support of FAS databases
and application servers. The contractor shall perform database backup and recovery, configure
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SECTION C — PERFORMANCE-BASED STATEMENT OF WORK

database parameters, and prototype database designs against logical data models. The contractor
shall optimize database access and allocate database resources for optimum configuration,
database performance and cost. The contractor shall work with GSA FAS to determine the best
approaches for database operations and maintenance activities. The contractor shall perform the
following functions:

Operate and maintain FAS designated database and application servers, supporting utilities
and third party products
Perform all required database configuration updates as scheduled and as approved by the
FAS TPOC
Perform all required database backups as scheduled and as approved by the FAS TPOC.
These activities shall include:

1. Setup and administer utilities for backup and recovery, with priority placed on

business continuity

2. Load and unload database server and application server databases

3. Perform test database restores to ensure integrity of system backups
Schedule, conduct, and synchronize database replication activities
Monitor and manage databases daily, (Databases are replicated to the COOP site 24x7)
Be available "on-call" 24 hours per day, 7 days a week to assist in the operation and
maintenance of FAS designated databases, database and application servers, and supporting
third party products. Onsite support is anticipated between the hours of 6AM to 6PM
Monday through Friday. This support must be located within the continental United States.
Analyze and resolve database and application server problems that may arise
Perform all required database configuration updates and performance tuning needed for
databases to deliver both high response time and high availability; This includes the
management, allocation, and control of system resources; Work collaboratively with FAS
Application groups to assist with tuning and optimizing SQL code and queries; Proactively
monitor SQL statements and stored procedures for performance issues; Tune SQL and stored
procedures as appropriate
Perform database upgrades and changes as scheduled and coordinated by FAS; Document all
changes in accordance with FAS approved standards and procedures
Evaluate new database and application server hardware and software and assist FAS in
evaluating and coordinating upgrade and/or replacement of database products
Ensure databases are performing optimally by checking and monitoring Storage Area
Network (SAN) RAID group configurations
Work collaboratively with other teams to assess the performance of the Storage Area
Network (SAN)
Leverage the sophisticated capabilities of the Storage Area Network, in particular capabilities
such as SAN Mirroring technology, SAN cloning technology and block-level replication (i.e.
SRDEF/A, RecoverPoint etc.)
Optimize database access and allocate database resources for optimum configuration,
database performance and cost
Assist in the preparation of capacity plans and analysis of database and application server
performance improvements
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e Develop, implement and lead, where appropriate, Disaster Recovery (DR) and Continuity of
Operations (COOP) planning and testing activities for production and non-production
databases. DR and COQP testing shall be conducted every six months at a minimum

e Implement database security procedures and requirements and assist in implementing
application and infrastructure security as required and as directed by the FAS TPOC

e Document all database, database server, and application server actions in a manner consistent
with:

1. FAS standards and procedures
2. FAS systems life cycles and change management procedures
3. Industry-leading best practices

C.5.3.2 SUBTASK 2 - DATABASE AND APPLICATION SERVER TECHNICAL
ARCHITECTURE SERVICES

The contractor shall play a lead role designing and optimizing FAS databases, database and
application server platforms, and supporting infrastructure products. The contractor shall
provide input and recommendations into the formulation of enterprise level information capture,
access, storage, and security as it relates to databases and application servers. The contractor
shall recommend standards and define data repository, data dictionary, and data warehousing
requirements.

At a minimum the contractor shall meet service levels defined in the AFDP and recommend
service levels for exceeding the AFDP. In this role, the contractor shall recommend service
levels and performance management procedures and metrics, data designs and balance/optimize
data access, batch processing, and resource utilization across FAS and its many applications.
The contractor shall design and construct data architectures, operational data stores, and data
marts for particularly complex applications. The contractor shall recommend data modeling and
database design methods and standards and shall implement improvements as directed by the
FAS TPOC.

At a minimum, the contractor shall provide the following services:

e Oversee and direct database administration activities as specified in C.5.3.
1. Ensure all database administration conforms to FAS approved methodologies,
procedures, and best practices.
e Recommend strategies, methodologies, and plans to enable FAS to optimize its database
server, data warehouse and application server infrastructure. Key activities include:
1. Survey new database and application server technologies and make timely
recommendations of new products/releases that may benefit FAS
2. Analyze and recommend specific database and application server products and
techniques to be used in support of complex applications
3. Develop strategies to optimize FAS-wide database and application server infrastructure
4. Draft and recommend standards for data input, retrieval, transmission, and storage (e.g.,
to include interaction with and consideration of GSA Storage Area Networks (SANs))
5. Conduct benchmarks, as appropriate, to assess database performance
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6. On an enterprise basis, allocate database resources for optimum configuration, database
access, and database performance and cost
7. Provide SQL tuning and development expertise
e Ensure database parameters are tuned and optimized for FAS’s complex, high transaction
environment.
e Recommend improvements to database standards and practices. Key activities include:
1. Update and refine configuration management tools and procedures
2. Recommend data architecture standards, policies and procedures, and refinements to
database deployment methodology, as needed
3. Evaluate and recommend database, application, server, and enterprise security standards
4. Evaluate and recommend standards and procedures guiding database backup and
recovery, configuration of database parameters, and prototyping designs against logical
data models
5. Evaluate and recommend standards and design of physical data storage, maintenance, and
access, to include configuration and analysis of SAN RAID group technologies
6. Review and recommend improvements to IT tools supporting database problem tracking
and change management
7. Draft and recommend checklists to guide database design reviews, implementation
planning, and database recovery exercises
e Adhere to service levels, metrics, performance measurement techniques, and performance
reporting requirements as mandated by FAS TPOC and as defined in the AFDP. Key
activities include:
1. Meet or exceed overall performance objectives for FAS database services
2. Meet or exceed service levels for all database and database / application server support
tasks
Compile initial service level performance results
Report individual database / server performance
Report root cause analysis of performance problems and recommend improvements
Develop and implement customer satisfaction surveys to assess database effectiveness in
support of customer applications
e For large, complex projects, assist FAS database, applications, and IT infrastructure staff to
develop effective database designs, balancing optimization of database access with database
loading and resource utilization factors in development, test and production environments.
Assist implementation through all phases of the system development life cycle.
e Provide senior database leadership, coaching, and mentoring to FAS IT staff and contractors.
Develop reports and presentations for senior management, as needed for the architectural
recommendations described in this subtask.

SNk Ww

C.5.33 SUBTASK 3 - PROVIDE DATABASE OPERATIONS AND
ADMINISTRATION

FAS has implemented four database server environments, four application server environments,
and various programming languages and third party products to meet FAS requirements. FAS
maintains production and non-production database environments. FAS has a production, COOP,
Test and Development infrastructure. Additional environments such as pre-production may
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emerge in the future. The contractor shall provide operations and administration for the
environments described below.

SYBASE SUPPORT

FAS has implemented the following Sybase RDBMS products. The contractor shall be
responsible for managing, maintaining, upgrading, patching, and ensuring operational continuity
of the following Sybase components:

e Sybase Adaptive Server Enterprise (ASE) is a high-performance relational database
management system for mission-critical, data-intensive environments. It ensures highest
operational efficiency and throughput on a broad range of platforms.

e Sybase Replication Server provides transactional database replication between ASE
server instances, and guarantees zero operational downtime of the database.

e Sybase Open Switch is a continuous availability solution. Sybase OpenSwitch ensures
continuous availability to systems with no configuration changes and no need for clients
to reconnect. OpenSwitch transparently routes requests from a primary database system
to a back-up database system without disruption in service.

e Sybase Open Switch is a continuous availability solution. Sybase OpenSwitch ensures
continuous availability of systems with no configuration changes and no need for clients
to reconnect. OpenSwitch transparently routes requests from a primary database system
to a back-up database system without disruption in service.

e Sybase IQ is a data warehouse system used by FAS. The data warehouse system is
leveraged by the FAS Business Intelligence team to run ad hoc and canned reports
against the FAS Enterprise Data Mart. The application used for this function is
Business Objects. Extract Transform and Load (ETL) tools are used to load data into
Sybase 1Q. Support for the Business Objects COTS package and ancillary components
in not within the scope of this TO. The contractor shall be responsible for managing all
aspects of Sybase 1Q, and shall assist the application team(s) with ETL functions.

e Sybase Open Client is a versatile programming interface allowing transparent access to
any data source, information application or system service.

e Sybase Database, Replication, and Application Servers are specified in Section J
(Attachment A). The FAS applications supported by Sybase are specified in Section J
(Attachment A).

e FAS has one application known as FSS On-line, which runs in PowerBuilder. The
contractor shall be expected to support and manage Powerbuilder client licenses on select
Developer desktops. FAS anticipates migrating away from Powerbuilder during the task
order period of performance.

ORACLE SUPPORT

FAS has implemented Oracle in support of mission-critical applications and commercial off the
shelf (COTS) software. The contractor shall be responsible for managing, maintaining, patching,
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upgrading and ensuring operational continuity of the Oracle (DBMS) and associated
components. FAS has implemented the following Oracle products:

Oracle OEM/Grid Control is Oracle's single, integrated solution for managing all aspects
of the Oracle database and the applications running on it. Grid Control will be provided
by the Government.

Oracle Data Guard ensures high availability, data protection, and disaster recovery for
enterprise data. Data Guard ensures that standby databases are transactionally consistent
copies of the production database. FAS leverages Data Guard for its Production
environment to replicate transactions from its primary database to the secondary
database.

The contractor shall support Oracle Streams technology. While FAS does not leverage
this currently, it is anticipated that FAS will use Oracle Streams beginning in option year
one.

FAS leverages Oracle SQL Developer to allow developers to browse database objects,
run SQL statements and SQL scripts, edit and debug PL/SQL statements, manipulate and
export data, and view and create reports.

The contractor shall be responsible for supporting Oracle Real Application Clusters
(RAC). Oracle RAC provides a highly available, scalable and manageable solution by
sharing complete access to a single database among nodes in a cluster. FAS anticipates
leveraging the capabilities of Oracle RAC in the future.

Oracle Recovery manager RMAN is a platform independent utility for coordinating
backups and restore procedures across multiple FAS servers. FAS uses RMAN to
perform incremental and full database backups.

Oracle Database Servers are specified in Section J (Attachment A). The FAS applications
supported by Oracle are specified in Section J (Attachment A). The contractor shall be
responsible for the Oracle database environment to include any necessary migrations, updates,
and patches.

MS SQL SERVER SUPPORT

FAS has implemented MS SQL Server to support certain individual and departmental
applications. The contractor shall be responsible for managing, maintaining, patching, upgrading
and ensuring operational continuity of MS SQL and associated components. FAS has
implemented the following MS SQL products:

FAS leverages Microsoft Management Console (MMC) for managing different server
applications in a Microsoft Windows network.

The contractor shall ensure high-availability for select MS SQL Database instances,
especially for the Sharpe Warehouse.

The contract shall support, manage, maintain, patch and upgrade all MS SQL server
instances at the Sharpe Warehouse and ensure operational continuity.

The contractor shall support the Sharpe Development team with SQL tuning activities.
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e SQL Server Enterprise Manager is the primary administrative tool for SQL Server and
provides an MMC-compliant user interface that allows users to:
1. Define groups of SQL Server instances
2. Register individual servers in a group
3. Configure all SQL Server options for each registered serve.
4. Create and administer all SQL Server databases, objects, logins, users, and
permissions in each registered server
Define and execute all SQL Server administrative tasks on each registered serve.
6. Design and test SQL statements, batches, and scripts interactively by invoking
SQL Query Analyzer
7. Invoke the various wizards defined for SQL Server
e FAS uses MS SQL database mirroring to transfer transaction log records directly from
one server to another. This enables FAS to quickly fail over to the standby server.

e

FAS's MS SQL server environment and MS SQL databases profiled in Section J (Attachment A).
The FAS applications supported by MS SQL are specified in Section J (Attachment A). The
contractor shall be responsible for the MS SQL database environment to include any necessary
migrations, updates, and patches.

MySQL SERVER SUPPORT

FAS has implemented MySQL Server to support certain individual and departmental
applications. The contractor shall be responsible for managing, maintaining, patching, upgrading
and ensuring operational continuity of MS SQL and associated components. FAS has
implemented the following MySQL products:
MySQL Workbench provides DBAs and developers an integrated tools environment for:

1. Database Design & Modeling

2. SQL Development (replacing MySQL Query Browser)

3. Database Administration (replacing MySQL Administrator)

FAS's MySQL server environment and MySQL databases are profiled in Section J (Attachment
A). The FAS applications supported by MySQL are specified in Section J (Attachment A). The
contractor shall be responsible for the MySQL database environment to include any necessary
migrations, updates, and patches.

APPLICATION SERVER SUPPORT

For FAS designated servers, the contractor shall manage, maintain, and operate all production
and non-production application servers. The contractor shall upgrade, patch, and secure
production and non-production application servers. FAS has currently implemented JBOSS as
the primary application server environments. FAS also uses ColdFusion and Tomcat for some
small-scale applications. The contractor shall be responsible for supporting some instances of
Tomcat and Cold Fusion. Both integrate with Apache as the web server for these applications.
The contractor will be required to support the current application server environment, and will
continue to have this responsibility while under contract regardless of the specific technologies
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that may be in place in the future application server environment. The contractor shall be
responsible for JBOSS clustering support.

PROGRAMMING LANGUAGES AND THIRD PARTY PRODUCTS

FAS has implemented programming languages and third party tools, identified in Section J
(Attachment A) to meet many of its application programming needs. FAS intends to utilize the
TOOLs CLIN to procure maintenance and updates for these items.

SERVER ENVIRONMENTS

FAS databases, database servers, and application servers are hosted on servers located in FAS
facilities or at FAS managed external data center facilities. FAS production databases are hosted
at contractor owned facilities in Sterling, VA, Chicago, IL and Stockton, CA. Test, Development
and Lab databases are hosted at FAS’s Crystal City data center. A few database instances,
primarily MS SQL, are hosted at FAS owned facilities throughout FAS’s 10 regions. FAS has a
separate contract for hosting support, system support and server administration.

FAS has recently consolidated production, test and development databases onto several Sun
Oracle M Class servers. FAS databases run on a Solaris 10 platform using Zones on a
Sun/Oracle M Class server. Databases supporting major applications (i,e. GSAAdvantage,
ECMS, etc.) are architected to operate in separate zones and are not shared with other
applications, Production databases are replicated from the primary site (Sterling, VA) to the
COOP site (Chicago, IL) using Sybase Replication server. FAS databases are architected using a
“warm standby” configuration. The FAS data warehouse, which leverages Sybase 1Q, is
replicated at the block level using EMC’s RecoverPoint appliance.

FAS also leverages Sybase Openswitch to provide transparent database failover for applications.
FAS applications access the databases via Openswitch, which directs client applications to the
active database.

The FAS Oracle infrastructure is replicated using Oracle Dataguard. Dataguard replicates from
the primary site to the secondary (COOP) site. In some cases, FAS uses block-level replication
for some databases. The EMC RecoverPoint appliance is used for block-level replication.

FAS has implemented three types of operating systems to support FAS applications and
databases:

e Unix servers M8000 and M5000, operating under Solaris 10 — Sybase ASE, Oracle,
Sybase 1Q
1. The major application using Sybase is GSA Advantage. Other applications
within FAS also leverage the Sybase database. All new applications are being
written to use Oracle. Sybase is primarily used for legacy applications.
2. Sybase IQ is used by primarily by FAS Business Intelligence tools, in
particular, Business Objects, and some GSA Advantage applications.
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3. Oracle is used for all new development efforts. FAS leverages Oracle for EAS

(Enterprise Acquisition System), ECMS (Document Digitization System).

Windows servers

1.

FAS uses MS SQL for its Western Distribution Center (Sharpe Warehouse).
MS SQL supports the High Jump and Tompkins applications, which operate
the warehouse. The Quality Center application also uses MS SQL.

Linux servers — Sybase database

JBOSS

Tomcat

1.

1.

1.

Eoffer Esign databases run on a Linux platform.

Application teams self-deploy code to Development and Test environments by
placing code in a specific directory. Production code deployments are
coordinated by the application teams and code is fielded to Production
manually by FAS staff. FAS Staff attend weekly deployment meetings.
JBOSS instances are clustered for high availability for most major
applications.

ColdFusion is used on Windows servers for small scale intranet and internet
applications. There are three production servers (two in Crystal City) and one
COOQP server. There are also several non-production servers. The contractor
shall support, patch, upgrade and maintain Cold Fusion on FAS production
and non-production servers.

Tomcat is used by many FAS applications. The majority of the instances are
installed and administered by the application owner(s). Tomcat is leveraged
by several major applications such as eOffer and ECMS leverage Tomcat. The
contractor shall manage the Tomcat instances for eOffer and ECMS, at a
minimum.

SUBTASK 4 - DATABASE APPLICATION PERFORMANCE, TUNING
AND MONITORING

The contractor shall provide robust metrics for tuning to ensure optimal performance of the
database environment. The contractor shall provide all necessary tools to capture database
metrics and SQL metrics. The tools shall be capable of measuring performance from
middleware components thru to the database. These tools shall be provided as a service to FAS.

At a minimum, the contractor shall provide the following services:

Provide relational database design assistance on table structures, primary key/foreign key,
and indices with a focus on improving performance of stored procedures, functions and
triggers.
Review and monitor system and instance resources to ensure continuous database
operations (i.e., database storage, memory, CPU, network usage, and I/O contention).
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e Develop and maintain a structured query language (SQL) execution plan (how data flows
between primitive operations) using query analyzing tools then perform detailed cost
analysis.

e Set up page size/tablespace/index parameters based on the database environment in order to
minimize disk access bottlenecks and other challenges.

e (Conduct performance issue troubleshooting and tuning for SQL statements, stored
procedures, functions, and triggers for the database.

e Perform application tuning and monitoring.

e Inspect and fix the order of SQL execution statements to reduce incidents of inefficient
memory usage.

e Allocate current system storage and plan future storage requirements for the database.

e Provide recommendations for the SAN environment.

e Monitor and tune I/O activities, CPU usage, and memory usage to provide
recommendations for efficient and effective performance.

e Optimize database configuration files to improve SQL statements’ efficiency and prevent
deadlock, hung processes, and other performance related issues.

e Apply wait-time-based performance methodology to enable administrators to respond
before wait-time errors create end-user service failures or additional SQL tuning
complications.

e Recommend and perform database backup and consistency check best practices to avoid
interference with routine application processes.

e Perform setting and tuning of system parameters so that the operating system, network and

transaction processors are efficiently working with the database.

Assist with impact analysis of any changes made to database objects.

Optimize database disk space usage by leveraging sophisticated SAN based technologies.

Ensure database backups complete in a timely manner and are optimized for performance.

Leverage SAN based technologies to optimize database backups.

Tools shall be provided that allow performance to be measured from the middleware tier to

the database, including the amount of time required to commit transactions.

e The monitoring tool shall provide ad hoc reporting and a dashboard view of performance
metrics for key applications.

e Monitoring tools shall provide SQL execution times for stored procedures.

e Monitoring tools shall monitor all critical functions related to database performance and
availability.

e The monitoring tools shall monitor logs for critical errors (i.e. Oracle Alert log, disk space,
replication queues).

e The monitoring tools shall provide execution plan and recommendation for long running
SQL statements.

e The monitoring tools shall provide IO, CPU and memory usages history.

e The monitoring tools shall monitor current and past top SQL activities and sessions and
shall identify locked table/sessions.

e Auditing tool shall be provided to track Data Manipulation Language (DML) and Data
Definition Language (DDL) statements on objects and structures in a database.
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e Auditing tools shall be provided to track for users' privileges.

C.5.35 SUBTASK 5 - DATABASE APPLICATION DEVELOPMENT SUPPORT

The contractor shall provide database support to applications development during all phases of
the system development life cycle including business analysis, requirements definition, system
design, data acquisition, system development, test, implementation, and maintenance. The
contractor shall assist in the gathering, analysis, and normalization of relevant information
related to business processes, functions, and operations in order to optimize both database and
application systems effectiveness. In support of applications development, the contractor shall
provide input and recommend data architecture standards and policies and procedures that
support both FAS database administration and the applications development process.

At a minimum, the contractor shall provide the following services:

e Provide database programming support and guidance to application developers. Ata
minimum, this support shall include:

1. Provide guidance on how to make best use of database products as components of
applications development

2. Assist with programming stored procedures in support of secure information access
requirements

3. Assist with programming complex end user database queries and report output to
meet user needs

4. Implement, maintain, and update data dictionary capabilities to assure all system data
is specified and controlled

5. Assist in all phases of database and applications testing -- functional, operational, and
stress testing

e Devise or modify procedures to solve problems considering database impact on computer
equipment capacity, operating schedule, form of desired results, and integration of
components

e Proactively analyze existing applications to identify database weaknesses and develop
solutions for improvement

e Provide data modeling support and guidance to application developers. At a minimum,
this support shall include:

1. Analyze and develop complex logical database designs, logical data models and
relational data definitions in support of agency and customer information systems
requirements

2. Apply data analysis methodologies and tools that depict the flow of data within and
between technology systems and business functions /operations

3. Identify and resolve information flow, content issues and the transformation of
business requirements into logical data models

4. Identify opportunities to reduce data redundancy

e In support of application development, recommend development of new databases or
reuse of existing database and the specific database and application server products that
best support them (e.g. Sybase vs. Oracle vs. MS SQL Server vs. MySQL)
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e Identify best sources of data feeds and interfaces to ensure feasibility and consistency
with current FAS databases

e Define, develop or modify database data structures by applying FAS approved
development, configuration management, and change control processes. Assure all
changes are documented consistent with FAS standards and procedures and best
professional practice

e Recommend approaches for database data loads and conversions in support of application
implementations

e Implement database updates in accordance with FAS configuration management and
change control procedures and professional best practices

e Support maintenance of applications, as needed

e Adhere to FAS quality standards and procedures for reviewing database (Ensuring
compliance with FAS application architecture and database standards)

e Assist in defining and updating database and applications development guidelines and
standards to reflect database best practices

e Document changes to database architecture, integration and conversion plans. Develop
and maintain database architecture diagrams

C.5.3.6 SUBTASK 6 - APPLICATION PROGRAMMING SERVICES

Using the products which are specified in Section J (Attachment A), Programming Languages
and Third Party Products, the contractor shall provide application and maintenance services in
support of individual applications as designated by the FAS TPOC. Additionally, the contractor
shall provide applications development guidance, suggested procedures, and best practices to
help guide use of Java J2EE in support of FAS Internet applications. The contractor shall deliver
the following application programming services:

e Provide application support, maintain, test and assist with integrating designated
applications using FAS designated programming languages

e Provide application maintenance support to FAS's Web DBA application using Java
J2EE

e Draft Java J2EE programming and development methodologies and procedures as well as
standards for programming architectures and application code / component reuse

e Apply object-oriented approaches in designing, coding, testing and debugging programs
Understand and consistently apply the attributes and processes of current application
development methodologies

e Research and maintain knowledge in emerging application development technologies,
particularly for Java J2EE, and recommend opportunities for implementation at FAS

e Actas an internal consultant, advocate, mentor and change agent for introducing new
application development technologies

C.5.3.7 SUBTASK 7 - LEVEL 2 SUPPORT
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For the services and IT products specified above in Task 3: Database Services the contractor
shall deliver Level 2 Support to solve FAS database and application software issues and/or
requests of information. FAS averages 600 tickets on a yearly basis.

The contractor shall analyze and resolve database and middleware software issues and technical
problems. Timely, courteous, and competent response to customers is of paramount importance.
The contractor shall deliver the following Level 2 support Services:

e Answer all customer questions pertaining to problem resolution and requests for
additional information for databases, database and application servers, and supporting
products

e Monitor all database and middleware components 24x7 and ensure databases are
replicated and synchronized 24x7

e Log, track, respond and resolve customer database support issues using the CA-Unicenter
Helpdesk tool

e Analyze and resolve database problems that arise in the production and non-production
environments

e Investigate and/or resolve problems over the phone or by going to a customer desk

¢ (Gain management approval for problem correction prior to transfer to production

e Follow Help Desk policy and procedures regarding problem logging, status updates, and
corrections

e Identify and analyze problems that indicate systemic problems and recommend solutions
for the problems

C.5.4 TASK 4 - PROVIDE CROSS FUNCTIONAL LIFE-CYCLE SERVICES

In conjunction with the database services listed above, the contractor shall provide life-cycle
technical support to FAS business owners and applications teams for all databases, database
services and middleware software. The contractor shall adhere to ITIL v3.0 best practices in
performing work under all the defined tasks. These cross functional life-cycle activities include,
but are not limited to the following:

e Ensure compliance with FAS policies, standards and regulations applicable to
information, information systems, personnel, physical and technical security

e Develop and maintain a comprehensive Standards and Procedures Manual that contains
the standards and procedures that will be used in the delivery of all database services

e Conform to changes in laws, regulations and policies

e Major service changes shall be proposed on a project-by-project effort basis to alter the
environment to conform to the new requirements

e Report performance monthly against Service Level Requirements

e Provide timely creation, updating, maintenance and provision of all appropriate project
plans, project time and cost estimates, technical specifications, management
documentation and management reporting in a form/format that is acceptable to FAS for
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all database services projects and major service activities (e.g., Availability Management,
Capacity Management, Incident Management, etc.)

C.54.1 SUBTASK 1 - PLANNING AND ANALYSIS

The contractor shall provide planning and analysis associated with researching new technical
trends, products, and services as related to databases and information management activities.
FAS Planning and Analysis Services can also mitigate risks by reducing defects and improving
the quality of database services.

The contractor’s responsibilities include, but are not limited to the following:

e Participate in defining services and standards for Planning and Analysis activities

e Perform technical and Service Planning and Analysis based on FAS requirements (e.g.,
availability, capacity, performance, backup and Continuity and Disaster Recovery
Services)

e Provide recommendations for new databases and data management services based on
Planning and Analysis results

e Continuously monitor database and data management trends through independent
research; document and report on products and services with potential use for FAS as
they align with the FAS business and technology strategies

e Perform feasibility studies for the implementation of new database technologies that best
meet FAS business needs and meet cost, performance and quality objectives

e Adhere to FAS project and SDLC requirements using contractor’s project management
capabilities

e Perform project management function for contractor-managed projects as requested by
FAS

e Participate in technical and business planning sessions to establish standards,
architecture, and project initiatives

e Conduct regular planning for database technology refreshes and upgrades; and

e Conduct technical reviews and provide recommendations for improvements that increase
efficiency and effectiveness and reduce costs per the Planning and Analysis results

C.54.2 SUBTASK 2 - REQUIREMENTS DEFINITION

The contractor shall provide requirements definition services associated with the assessment and
definition of functional, performance, IT Disaster Recovery (DR) and Continuity of Operations
(COQP), and security requirements that also comply with regulatory and GSA FAS policies.
These requirements drive the technical design for the FAS environment. The contractor shall
participate in defining requirements and standards, including appropriate requirements-gathering
activities (e.g., focus groups, interviews). The contractor shall document requirements required
to deliver services in agreed-to formats (e.g., data models, upgrade data requirements, transition
requirements, etc.). The contractor shall ensure these requirements meet GSA-specific and
Federal security policies. The contractor shall also define acceptance test criteria for approval.
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C.543 SUBTASK 3 - DESIGN SPECIFICATIONS

The contractor shall provide design specification services associated with translating user and
information system requirements into detailed technical specifications. The contractor shall
develop, document, and maintain Technical Design Plans and environment configurations based
on FAS design specifications, standards and requirements, including architecture, functional,
performance, availability, maintainability, security and IT continuity, and disaster recovery
requirements. The contractor shall determine and document required component upgrades,
replacements and/or transition specifications (e.g., hardware, software, networks). The contractor
shall conduct site surveys for design efforts and document and deliver design specifications in a
Design Specifications Document. The delivery dates of the Technical Design Plans and Design
Specifications Document shall be updated in the contractor’s PMP.

C.54.4 SUBTASK 4 - ASSET MANAGEMENT

The contractor shall provide asset management services associated with ongoing management
and tracking of new and upgraded database components in the asset management system. The
contractor’s responsibilities include, but are not limited to the following:

e Manage life cycle of all database and database-related assets from requisition ordering,
inventory, installation to disposal

e Manage life cycle of all application server and application server-related assets from
requisition ordering, inventory, installation to disposal

e For GFP(software), provide data to Asset Management team for entry into Asset
Management system in order to maintain, update, track and report all in-scope assets
throughout the asset life cycle (installation to disposal/retirement)

e For contractor-owned software, provide data to Asset Management team for entry into
Asset Management system in order to maintain, update, track and report all in-scope
assets throughout the asset life cycle (installation to disposal/retirement)

e For GFP and Contractor-owned software, asset information that would be provided to the
Asset Management system may include:

1. Manufacturer

Serial number

Asset identification number

Asset location

Ownership information (vendor/FAS—Iease/purchase)

Asset cost information

Maintenance information and history including the age of the Asset

Other billing information (e.g., lease information, FAS-specific information)

Transaction edit history (e.g., locations, billing and user)

J Pr0V1de updates to asset management team for in-scope asset records related to all change
activities (e.g., Install/move/add/change activities, break/fix activities, company
reorganization and change management)
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e For contractor-owned software, perform ongoing physical Asset audit, in accordance with
Asset Management Service Level Requirements, to validate that data in the Asset
Management system is accurate and current and FAS has information required for
internal chargeback systems

e For contractor-owned software, provide reports of Asset Management audit results

e For GFP and contractor-owned software, provide and implement, upon FAS approval, an
Asset Management Remediation Plan for Asset Management deficiencies

C.54.5 SUBTASK S - DATABASE AND APPLICATION SERVER LICENSE
MANAGEMENT

The contractor shall provide database and application server license management services
associated with the acquisition and ongoing management and tracking of database licenses. The
contractor’s responsibilities include, but are not limited to, the following:

e Document, and maintain software license management procedures that meet requirements
and adhere to defined policies

e Develop and maintain inventory of all database, application server, and database tool
licenses

e Report to FAS on any exceptions to vendor terms and conditions

e Coordinate database and application server license and maintenance agreement reviews,
allowing for sufficient time prior to expiration for negotiations

e Provide FAS with reports and recommendations to use in making database and
application server acquisition and discontinuance decisions

e Provide recommendations to purchase additional license capacity, recommending
alternatives, or curtailing usage where necessary and appropriate, to restore, or continue
to maintain, license compliance

e Identify and report license compliance issues

e Manage and perform audits and reconcile the number of licenses to the number of installs

e Obtain approval from FAS for any license change or replacement

C.5.4.6 SUBTASK 6 - TRAINING AND KNOWLEDGE TRANSFER

The contractor shall provide training and knowledge transfer services, including training for the
improvement of skills through education for contractor employees on unique FAS systems and
software. The contractor shall participate in any mandatory, initial, and ongoing training
provided by FAS as required that would provide a learning opportunity about the business and
technical environment.

The contractor shall develop, document, and maintain in the Standards and Procedures Manual
training and knowledge transfer procedures that meet requirements and adhere to defined
policies. The training program shall instruct FAS personnel on the provisioning of contractor
services (e.g., “rules of engagement,” requesting services, processes). The contractor shall
develop, implement, and maintain a FAS-accessible knowledge database/portal. The contractor
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shall develop and implement knowledge transfer procedures to ensure that more than one
individual understands key components of the business and technical environment. The
contractor shall participate in FAS-delivered instruction on the business and technical
environment.

The contractor shall provide brown bags on new database technologies, SQL tuning and other
areas. The brown bag training sessions will be for Government and Contractor personnel,
training will be informal on an approximately quarterly basis.

C.54.7 SUBTASK 7 - MAINTENANCE AND BREAK/FIX SUPPORT

The contractor shall provide maintenance services associated with the maintenance and repair of
FAS databases and middleware components. Break/Fix activities are required for Sybase,Oracle,
MS SQL, MySQL, and FAS Middleware components.

The contractor’s maintenance and break/fix support responsibilities include, but are not limited
to, the following:

e Develop, document, and maintain any management tools, including maintenance
procedures The Government requires that management tools be provided as a service.
The contractor shall provide all support and maintenance associated with the tools.

e Develop maintenance schedules

e Ensure appropriate maintenance coverage for all database components

e For GFP and contractor-owned software, provide access to required software by
Break/Fix personnel

e For GFP and contractor-owned software, perform diagnostics and maintenance on
database components including software and special-purpose devices as appropriate

e For GFP and contractor-owned software, install manufacturer field change orders, service
packs, firmware and software maintenance releases, etc.

e For GFP and contractor-owned software, perform product patch, “bug fix,” service pack
installation or upgrades to the current installed version

e For GFP and contractor-owned software, perform maintenance-related software
distribution and version control, both electronic and manual

e Repair GFP and contractor-owned software defects, including preventive maintenance,
according to the manufacturer’s published mean-time-between failure rates

e For GFP and contractor-owned software, conduct maintenance and parts management
and monitoring during warranty and off-warranty periods

The Government will maintain maintenance and support for all software components that are
considered GFP.

C.54.8 SUBTASK 8 - AVAILABILITY MANAGEMENT
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The contractor shall provide availability management services to assist FAS to plan, measure,
and monitor availability of the databases and supporting database services organization.
Availability management seeks to achieve, over a period of time, a reduction in the frequency
and duration of incidents that impact availability. The contractor shall continuously strive to
improve availability to ensure the requirements are met consistently. Availability management
includes the evaluation, design, implementation, measurement, and management of the database
availability from a component and an end-to-end perspective; including new or modified
database management methodologies and tools, as well as technology modifications or upgrades
database systems and components.

The contractor shall provide the following availability management activities:

e Determine business unit availability requirements for new or enhanced service and
formulating the availability and recovery design criteria for the database to ensure
services are designed to deliver the appropriate levels of availability

e Determine the critical business functions and impact arising from database
component failure. Where appropriate, reviewing the availability design criteria to
provide additional resilience to prevent or minimize impact to the business

e Identify opportunities to optimize the availability of databases to deliver cost
effective improvements that deliver tangible business benefits

e Define the targets for availability, reliability and maintainability for the database and
application server components that underpin the service and ensure these targets are
documented and agreed upon within Service Level Requirements (SLRs), Operational
Level Agreements (OLAs) and contracts

e [Establish measurements and reporting of availability, reliability, and maintainability
that reflect the business, stakeholder and IT support organization perspectives

e Monitor and trend analysis of the availability, reliability and maintainability of
databases and database components

e Investigate the underlying reasons for unacceptable availability

e Produce and maintain a forward-looking Availability Plan that prioritizes and plans
overall availability improvement

The contractor shall provide and implement the following under this subtask:

e Develop availability management policies and procedures and determine appropriate
availability management tools and methods that support FAS Availability
Management support requirements

e Provide unrestricted read access by FAS-authorized staff and designated personnel to
all current and historical availability records and documentation

e Participate in user requirements gathering and analysis when new IT systems and
services are being defined to ensure that all databases are designed to deliver the
required levels of availability required by the business

e Create availability and recovery design criteria to be applied to new or enhanced
database design
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e Participate and cooperate with FAS in defining the availability SLR measures and
reporting requirements

e Leverage contractor tools provided as a service and practices to measure and report
on agreed-upon availability SLRs for new and enhanced database design and
implementation

e Ensure that approved availability SLR measurement tools and practices are
implemented

e Monitor and maintain an awareness of database advancements and best practices
related to availability optimization and periodically provide updates to FAS IT
management

e Ensure that all availability management improvement initiatives conform to defined
Change Control procedures set forth in the Procedures Manual

e Conduct availability assessment review sessions and provide cost-justified
improvement recommendations

e Coordinate with FAS and third-party service providers to gather information on
databases and database tools around service availability issues and trends to be used
for trend analysis

e Promote availability management awareness and understanding within the IT support
organization

e Perform regular reviews of the availability management process and its associated
techniques and methods to ensure that all of these are subjected to continuous
improvement and remain fit for purpose

C.54.9 SUBTASK 9 - CAPACITY MANAGEMENT

The contractor shall perform capacity management services associated with ensuring that the
capacity of the database environment matches the evolving demands of FAS business in the most
cost-effective and timely manner. Capacity management encompasses the following:

e Monitoring of performance and throughput of databases, application servers, and
supporting database components

Understanding current demands and forecasting for future requirements

Developing capacity plans which will meet demand and Service Level Requirements
Conducting risk assessment of capacity recommendations

Identifying financial impacts of capacity plans

Undertaking database tuning activities

The contractor shall perform the following capacity management activities:

e Develop, document and maintain capacity management procedures in the Standards and
Procedures Manual, that meet FAS requirements

e Establish a comprehensive Capacity Management planning process

e Define, develop and implement tools as a service that allow for the effective capacity
monitoring/trending of databases and database components
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e Continually monitor database and application server resource usage to enable proactive
identification of capacity and performance issues

e (Capture trending information and forecast future FAS capacity requirements based on
FAS-defined thresholds

e Assess incidents/problems related to throughput performance

e Recommend changes to capacity to improve database and application server performance

e Maintain capacity levels to optimize use of existing resources and minimize FAS costs to
deliver services at the agreed upon Service Level Requirements

C.5.4.10 SUBTASK 10 - PERFORMANCE MANAGEMENT

The contractor shall provide performance management services associated with tuning database
components for optimal performance. The contractor shall monitor the various software
components of the FAS database environment for availability and potential error conditions.

The contractor shall collect performance metrics and monitor the performance of critical
components such as databases, and database tools for Availability / Uptime, Response Time, and
End-to-end Throughput. The contractor shall report database and middleware availability, on a
monthly basis. This includes Performance Analysis and Performance Reporting as stated below:

e Performance Analysis - The contractor shall analyze performance metrics collected by
the automated monitoring agents to track usage and trends. The contractor shall provide
recommendations to maintain or improve performance. Reporting metrics shall collect
metrics from middleware components through to the database.

e Performance Reporting - The contractor shall prepare and submit a Performance Report
that charts the actual performance of the GSA FAS database and middleware
environment within the reporting period against specific thresholds. The report shall be
provided monthly and also be available via a dashboard.

The contractor shall perform the following performance management activities:

e Develop, document, and maintain performance management procedures in the Standards
and Procedures Manual, that meet FAS requirements

e Perform database tuning to maintain optimum performance in accordance with Change
Management procedures

e Provide regular monitoring and reporting of database performance, utilization and
efficiency

e Develop, deliver and implement improvement plans as required to meet service level
requirements for performance

C.54.11 SUBTASK 11 — SERVICE LEVEL MONITORING AND REPORTING

The contractor shall provide service level monitoring and reporting services associated with the
delivery database and database management Service Level Requirements. The contractor shall
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report database information (e.g., performance metrics) to the designated FAS TPOC and COR
representatives in a format agreed to by FAS TPOC.

The contractor shall perform the following service level monitoring and reporting tasks:

e Develop, document and maintain service level monitoring and reporting procedures
in the in an automated manner that meet FAS requirements and adhere to defined
policies.

e Report on service level requirement performance and improvement results.

e (Coordinate service level requirement monitoring and reporting with designated FAS
representative.

e Measure, analyze and provide management reports on performance relative to service
level requirements.

e Develop, deliver, and implement service level requirement improvement plans where
appropriate.

e Provide FAS portal/dashboard access to performance and service level requirement
reporting and monitoring system.

C.54.12 SUBTASK 12 — INCIDENT MANAGEMENT

The contractor shall provide incident management associated with restoring normal service
operation as quickly as possible and minimizing the adverse impact on business operations of
FAS, thus ensuring that the best possible levels of service quality and availability are maintained.
While the incident management processes apply to level 1, level 2, and level 3 support groups,
level 1 support is normally responsible for primary ownership of recording and tracking the
incident and is responsible for the close coordination and ongoing monitoring and tracking of,
and reporting on, Incidents that have been escalated to second-level and third-level support
groups to ensure that escalated incidents are resolved as promptly as possible.

The contractor shall perform within the ITIL Version 3.0 framework and follow FAS procedures
for changes and incidents affecting any FAS infrastructure.

The contractor shall provide the following incident management services:

Incident detection and recording

Incident classification and initial support

Incident investigation and diagnosis

Incident escalation

Incident resolution and recovery

Incident closure

Incident ownership, monitoring, tracking, and communication
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C.54.12.1 PROBLEM REPORTING/ESCALATION NOTIFICATION SERVICE

The contractor shall provide a mechanism that supports telephonic and electronic mail
submissions from designated FAS employees and applications support contractors. Problems
may be identified by the contractor, FAS third parties, or by other FAS and GSA Help Desks.
The contractor and FAS shall jointly develop a problem ticket notification process supporting
notification to and from the GSA National Help Desk. The contractor shall perform the
following incident management tasks through the contractor’s problem reporting solution:

Establish criteria for incident management support requirements, including database and
services to be covered, Incident Severity level definitions and characteristics, incident
classification and prioritization schema, escalation requirements, etc.

Develop incident management policies and procedures that support GSA FAS incident
management support requirements

Manage FAS problem management system ticket queues related to the infrastructure
Provide, maintain, and manage an incident management system and knowledge database,
including all hardware, software, databases, automated monitoring tools, and management
and reporting tools, which are acceptable to FAS

Maintain a KEDB (Known Error Database)

Provide unrestricted read access by FAS-authorized staff and other personnel to all current
and historical Incident records and knowledgebase data

Monitor the incident management system for automatically generated and logged incident
alerts

Resolve Level 2 problems in accordance with the procedures manual, knowledge database
documents, and configuration database(s)

Identify and classify incident severity level characteristics and handle according to agreed-
upon Incident response procedures

Escalate incidents to the appropriate next-level service group within contractor, FAS, or
third-party provider as soon as it is clear that the incident management technician is unable to
resolve the incident without additional assistance, or as required, to comply with service level
response times

Track incident resolution progress through to final closure and record/update incident record
status as appropriate

Provide expert functional and process assistance for in-scope database services components
at Level 2 or escalate to Level 3 resources as required

Provide Level 2 and Level 3 support for Applications Software on the supported applications
list

Verify that all records (e.g., inventory, asset and configuration management records) are
updated to reflect completed/resolved incident

Document solutions to resolved incidents in central knowledgebase

Accurately update all information pertinent to trouble ticket, including general verbiage,
codes, et. al

Notify designated FAS personnel of all Severity 1 and Severity 2 incidents
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e Maintain contractor-owned current and historical records of all calls and the resolution of
those calls for the life of the contract and provide reporting and trend capabilities

e For contractor-owned equipment that provides the service/solution, troubleshoot, diagnose
and resolve incidents for all in-scope hardware and software warranty and non-warranty
devices, including removing and/or repairing physically broken or inoperable devices

e For contractor-owned equipment that provides the service/solution, coordinate dispatch for
all in-scope devices and repair as required

e Provide end-to-end incident identification, escalation and resolution management; and a
closure process including those escalated to third parties

e Determine wherever possible whether an incident should be treated as a problem (e.g.,
whether preventive action may be necessary to avoid incident recurrence) and, in conjunction
with the appropriate problem management group, raise a problem record to initiate action

e Track ongoing status of any problem records to ensure that identified problems are addressed
and resolved

e Periodically review the status of Level 2 and Level 3 open, unresolved incidents and related
problems and the progress being made in addressing problems

e Participate in problem management review sessions as appropriate

e Participate in incident review sessions

C.5.4.12.2 PROBLEM MANAGEMENT SERVICES

The contractor shall provide problem management services to minimize the adverse impact of
incidents and problems on the FAS business and to prevent incident recurrence by determining
the root cause(s) and taking action to correct the situation. The contractor shall provide reactive
problem management services by diagnosing and solving problems in response to one or more
incidents that have been reported through incident management. The contractor shall also
provide proactive problem management services to identify and solve problems and known
errors before incidents occur. The contractor shall provide proactive problem management
solutions to include performing predictive analysis activities, where practical, to identify
potential future problems, develop recommended mitigation plans, and implement approved
corrective mitigation actions and processes. The contractor shall maintain, update and
disseminate information about problems and the appropriate workarounds and resolutions to
ensure that the number and impact of incidents occurring within the FAS database environment
is reduced over time. The contractor shall perform the following key tasks included in problem
management:

Problem control

Error control

Proactive prevention of problems

Identifying trends that could result in incidents or problems
Performing major problem reviews

Providing problem management reporting

The contractor shall perform the following problem management services under this subtask:
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e Adhere to problem management requirements and policies

e Provide data to problem management knowledgebase ( Known Error Database) where
information about problems, root cause, known errors, workarounds and problem resolution
actions are recorded and tracked

e This knowledgebase may be the same knowledgebase as used by incident management

e Ensure problem management and resolution activities conform to defined change control
procedures set forth in the procedures manual

e (Coordinate with appropriate incident management teams and take ownership of problem
management activities of all problems determined to reside in the contractor’s service area of
responsibility (e.g., detection, logging, Root Cause Analysis, et. al.)

e Ensure that recurring problems that meet defined criteria related to the contractor’s database
service responsibility area are reviewed using Root Cause Analysis processes

e Conduct proactive trend analysis of incidents and problems to identify recurring situations
that are or may be indicative of future problems and points of failure

e Track and report on problems and trends or failures and identify associated consequences of
problems

e Develop and recommend corrective actions or solutions to address recurring incidents and
problems or failures, as well as mitigation strategies and actions to take to avert potential
problems identified through trend analysis

e Identify, develop, document, and recommend appropriate workarounds for known errors of
unresolved problems and notify incident management and all other appropriate stakeholders
of availability if approved

e Provide status reports detailing the root cause of and procedure for correcting recurring
problems and Severity 1 and Severity 2 incidents until closure as determined by FAS

e Participate in problem management review meetings and review and approve
recommendations for actions, where appropriate

e Periodically review the state of open Incidents and related problems and the progress being
made in addressing problems

e Create request for change documentation with recommended corrective actions to be taken to
resolve a problem and submit to change management for review and approval

e Provide problem management reporting as required

C.5.4.13 SUBTASK 13 — CONFIGURATION MANAGEMENT

The contractor shall perform configuration management services associated with providing a
logical model of the database services by identifying, controlling, maintaining and verifying
installed hardware, software and related database tools. The goal of configuration management is
to account for all database assets and configurations, provide accurate information on
configurations and provide a sound basis for incident, problem, and change and release
management and to verify configuration records against the infrastructure and correct any
exceptions.

Task Order GSQ0014AJ0143
Modification PS04
PAGE C-31



SECTION C — PERFORMANCE-BASED STATEMENT OF WORK

The Contractor shall propose, procure, implement, and maintain all needed automated tools and
procedures, to implement a Configuration Management Database (CMDB) process in a cost
effective manner. Expert knowledge of the proposed CMDB tool and vendor relationships shall
be demonstrated by Contractor. At a minimum the tool shall provide the following features:

e Automated License management
e Patch management and automation
e Port enabling/disabling

If requested by GSA FAS, Contractor shall provide capabilities statements and demonstrations of
the configuration management (CMDB) tool. The contractor will be responsible to perform the
following configuration management tasks:

e Define Configuration Management requirements and policies

Develop, document and maintain in the Standards and Procedures Manual Configuration

Management procedures that meet requirements and adhere to defined policies

Establish Configuration Management database, in accordance with GSA FAS requirements

Select, install and maintain Configuration Management tools

Enter/upload configuration data into configuration database

Establish process interfaces to Incident and Problem Management, Change Management,

technical support, maintenance and Asset management processes

e [Establish appropriate authorization controls for modifying configuration items and verify
compliance with Software licensing

e Establish guidelines for physical and logical separation between development, test and
production environments and the process for deploying and back-out of configuration items

e Establish configuration Baselines as reference points for rebuilds, and provide ability to
revert to stable configuration states

e Establish process for verifying the accuracy of configuration items, adherence to
Configuration Management process and identifying process deficiencies

e Provide GSA FAS Configuration Management reports as required and defined by GSA FAS

C.54.14 SUBTASK 14 - CHANGE MANAGEMENT

The contractor shall provide change management services to include all activities to ensure that
standardized methods and procedures are used for efficient and prompt handling of all changes.
The goal of change management is to minimize the impact of change upon service quality and
consequently to improve the day-to-day operations of the FAS systems. Change management
covers all aspects of managing the introduction and implementation of changes affecting all
management processes, tools, and methodologies designed and utilized to support the database
services components. Change management processes are complementary to release management
and configuration management, as well as incident management and problem management.
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The contractor shall perform within the ITIL Version 3.0 framework and follow FAS procedures
for changes and incidents affecting any FAS system. The contractor shall perform the following
key change management tasks under this subtask:

Request for Change (RFC) process

Recording/Tracking process

Prioritization process

Responsibility assignment process

Impact/Risk assessment process

e Establish and manage the schedule of approved changes

e Determine metrics for measuring effectiveness of a change

Review / Approval process

Implementation process

Verification (test) process

Closure process

Participation with the Change Advisory Board (CAB)

Participation in IT service continuity and disaster recovery planning

Integrate with FAS change management policies, procedures, processes and training

requirements per the change management process components outlined above, including

Change Control Board (CCB) composition, activities and the financial, technical and

business approval authorities appropriate to FAS IT and business requirements

e Receive and document all Requests for Change (RFC) and classify proposed changes to the
Services, which shall include change cost, risk impact assessment, and system(s) security
considerations

e Ensure that appropriate back-out plans are documented and in place in the event of systems
failure as a result of the change

e Provide change management plan to FAS for review

e Develop and maintain a schedule of planned approved changes (Forward Schedule of
Changes or FSC) and provide to FAS for review

e Determine change logistics

e Provide change documentation as required, including proposed metrics as to how
effectiveness of the change will be measured

e Participate in CCB meetings as FAS deems appropriate or necessary

e Opversee the approved change build, test, and implementation processes to ensure these
activities are appropriately resourced and completed according to change schedule

e Ensure that thorough testing is performed prior to release and assess FAS business risk
related to any change that is not fully tested prior to implementation. (Submit a test plan for
FAS approval prior to the start of test)

e Monitor changes, perform change reviews and report results of changes, impacts, and change
effectiveness metrics

e Verify that change met objectives based upon predetermined effectiveness metrics and

determine follow-up actions to resolve situations where the change failed to meet objects
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e Close out RFCs that met any successful met change objectives or changes that were
abandoned

C.54.15 SUBTASK 15 - RELEASE MANAGEMENT

The contractor shall provide release management services that track changes to contractor-
managed software and database components. Release management activities take a holistic view
of a change to a service, including all aspects, technical and non-technical, software, hardware
and network changes. These changes can be implemented by rolling out a combination of new
applications, infrastructure software, upgraded or new hardware, or simply by making changes to
the service hours or support arrangements. Release management processes and activities are
complementary to those of change management, configuration management, and problem
management. Releases typically consist of a number of problem fixes and enhancements to an
existing service. A release consists of the new or changed software required and any new or
changed hardware needed to implement the approved changes. Releases are generally divided
into the following categories:

e Major software releases and hardware upgrades or replacements, normally containing large
areas of new functionality. A major upgrade or release usually supersedes all preceding
minor upgrades, releases, and emergency fixes

e Minor software releases and hardware upgrades, normally containing small enhancements
and fixes, some of which may have already been issued as emergency fixes. A minor upgrade
or release usually supersedes all preceding emergency fixes

e Emergency software and hardware fixes, normally containing the corrections to a small
number of known problems

The contractor shall provide the following key release management services:

e Establish standardized release management policies and procedures for all databases and
database activities

e Manage Release Planning and Scheduling for overall the release schedule, as well as

individual Releases

Release testing and testing management

Rollout planning including quality plans and back-out plans

Release communication, preparation, and training

Manage the successful rollout/distribution and installation of all elements of a release

Ensure that only correct, authorized, and tested versions are installed and that changes are

traceable and secure

Document each release and provide updates to the FAS CMDB

e Develop, manage, update and maintain formal release plans for each release in coordination
with change management

e Provide release management plans and schedules to FAS for review

e For Contractor-owned equipment, conduct site surveys, as necessary, to assess existing
hardware being used to validate release package requirements and dependencies
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e Plan resource levels and requirements for supporting a release

e Ensure that any new software or support services required for the release are procured and
available when needed

e For contractor-owned equipment, ensure that any new hardware required for the release is
procured and available when needed

e Ensure that all necessary testing environments are available and properly configured to
support release testing

e Schedule and conduct release management meetings to include review of planned Releases
and results of changes made

e Identify and document all Configurable Items (Cls) that need to be included in the Release,
as well as all system inter-dependencies

¢ Plan and manage the acceptance testing process for each release

e Review release management details and alter as appropriate to meet the needs of the FAS
(e.g., back out plan, go/no go decision)

e Notify FAS affected applications “owners” of release timing and impact

e Conduct post-mortem of releases that necessitated implementation of the back-out plan and
develop and implement appropriate corrective or follow-up actions to minimize future
occurrences

C.54.16 SUBTASK 16 — PROVIDE CONTINUAL SERVICE IMPROVEMENT

The contractor shall provide continuous improvement consulting services to enable GSA FAS to
reach new levels of performance while reducing costs. In partnership with FAS, the contractor
shall recommend processes and technology improvements (tools, processes, methodologies, etc.)
that will help create and maintain value for clients, stakeholders and end-users through the better
design, introduction and operation of database services.

The contractor shall create Service Improvement Plans (SIPs) to identify improvements and
establish a baseline as a benchmark for metrics. After approval by FAS or designee, the
contractor shall implement support recommendations and track the progress by capturing metrics
against projected improvement.

The contractor shall report on performance of implemented support improvements, issue reports
on database performance, and identify possible product enhancement opportunities for improved
performance and potential cost savings. The contractor shall also record implemented
improvements through the FAS approved change control process.

C.5.5 TASK S5 - DATABASE MODERNIZATION AND CONVERSION (Optional
Task)

The contractor shall provide services to aid FAS OCIO in modernization and conversion
planning and implementation. The contractor shall provide an architectural assessment of the
GSA FAS infrastructure and prepare Technical Design Plans for the areas listed below. The
estimated period of performance for these technical design plans starts Option Year 1. The
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contractor shall also provide implementation services, if the Government elects to implement the
contractor’s recommendation.

e Review and recommend strategies to provide high-availability for all database and
middleware, especially for GSA Advantage.

e The contractor shall deliver a Technical Design Plan that discusses high-availability
options for the GSA Advantage database and other databases as requested. The date of
this deliverable shall be jointly negotiated.

e Review and recommend alternatives to transactional based replication. For instance, the
contractor should review and recommend block-level replication strategies for databases,
data warehouse and application servers, if appropriate.

e Review, assess and recommend alternative data warehousing strategies. Assess and
evaluate data warehouse technologies and make recommendations. The contractor shall
deliver a Technical Design Plan that discusses data warehousing options and migration
strategies. The date of this deliverable shall be jointly negotiated.

e Implement new data warehouse technology and perform migrations from legacy data
warehouse system to the new system Recommend and evaluate robust tools for
converting data to the new system.

e Recommend, assess and implement high-availability for FAS’s Oracle infrastructure. The
assessment should include Oracle RAC. The date of this deliverable shall be jointly
negotiated.

Task 5 will entail individual project requests for modernization initiatives or technology
migrations originating from the FAS OCIO during the task order period of

performance. Specifically, the Government has created CLIN X002 to handle potential requests
such as planning for Database as a Service (DaaS) adoption or transition from Sybase to

Oracle. As new projects formulate, the Government will request a cost and schedule estimate
from the Contractor based on the project's scope. The Government has provided a ceiling
amount for the fulfillment of this work and may incrementally fund the CLINs as

necessary. Once projects are approved for analysis or implementation, the Contractor shall track
and report cost, schedule and performance progress until completion of the effort utilizing a
Government-approved project plan.

C.5.51 SUBTASK 1 - PROVIDE DATABASE MODERNIZATION
PLANNING AND IMPLEMENTATION

If this task is exercised, the contractor shall provide alternate methods of delivery for its database
services reflecting the current and future market capabilities for database management.

As part of this effort, the contractor shall provide GSA with opportunities that have been tested
and proven in the marketplace reflecting innovation, cost reduction, and the creation of business
capabilities through emerging trends in data management.

Key Personnel, shall work collaboratively with GSA evaluating avenues to transform the way IT
delivers services by extending the enterprise beyond the traditional datacenter. These capabilities
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shall include innovative opportunities such as Platform as a Service (PaaS). PaaS shall include
but is not limited to:

e Database services in the cloud,

e Application Services in the cloud,
e Web services in the cloud, and/or

e Integration middleware as a service

To ensure innovation, the contractor shall identify relevant technologies and capabilities proven
in the market place that have the positive potential for FAS services. FAS anticipates using the
innovative approaches described above to be initially deployed for non-mission critical databases
(i.e. MySQL and MSSQL). As these technologies and innovations mature, GSA FAS will
consider their use for core/mission critical applications. The contractor shall provide a service
offering such as Cloud Computing that is capable of supporting these technologies. This service
offering must have an ATO for systems classified as moderate. The contractor shall evaluate,
research and provide recommendations on optional solutions such as non-RDBMS alternatives
(i.e. Hadoop, HPCC, etc.), cloud computing, NoSQL database, etc. If the recommendations are
approved by the Government, the contractor shall design, install, configure, and create (or
convert) current system(s)/model(s) to the new solutions. If implemented, the contractor shall
maintain, troubleshoot, tune, and perform backup and recovery for the new solutions.

As part of solutions proposed during the task order, the contractor shall provide an overview of
its approach, providing details of its experience with the technologies and innovative approaches.
Critical successful factors must be provided.

C.5.5.2 SUBTASK 2 — PROVIDE DATABASE CONVERSION PLANNING
AND IMPLEMENTATION

As part of the overall database environment modernization improvement effort, GSA FAS may
undertake a database platform migration from one DBMS to another (e.g. Sybase to Oracle, Sybase
to My SQL, My SQL to MSSQL, etc). As part of this process, the contractor shall provide the
following services:

Expertise to fully design the migration procedures and approach,
Develop the architecture of the target DBMS,

Develop a pilot/proof of concept,

Fully manage the approved upon migration process,

Implement the migration plan and fully test the DBMS conversion,
Provide Quality Assurance (QA) services for all migration activities, and
Recommend and provide necessary tools for all migration activities.

If this optional task is executed, the contractor shall provide the database migration approach and
methodology, tools and personnel to manage the conversion process.
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SECTION C — PERFORMANCE-BASED STATEMENT OF WORK

As a part of solutions proposed during the task order, the contractor should provide an overview
of its approach to database platform migration, provide details of its experience with database
platform migration and critical success factors needed to ensure successful migration.
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SECTION D - PACKAGING AND MARKING

NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant

Contract. Section D of the contractor’s Alliant Contract is applicable to this TO and is hereby
incorporated by reference.

This page intentionally left blank.
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SECTION E - INSPECTION AND ACCEPTANCE

NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant
Contract. Section E of the contractor’s Alliant Contract is applicable to this TO and is hereby
incorporated by reference. In addition, the following applies:

E.2 PLACE OF INSPECTION AND ACCEPTANCE

Inspection and acceptance of all work performance, reports, and other deliverables under this TO
shall be performed at contractor facilities and selected Government facilities by the FAS OCIO
TPOC or designee and the FEDSIM COR. FAS OCIO anticipates consolidating all metro area
facilities at 1800 F Street, Washington, DC in the spring of 2013 where no contractors will have
seats. From award until the move to 18" and F 80% of contractors will work on Government site.

E.3 SCOPE OF INSPECTION

All deliverables will be inspected for content, completeness, accuracy, and conformance to TO
requirements by the FEDSIM COR and OCIO TPOC. Inspection may include validation of
information or software through the use of automated tools, testing, or inspections of the
deliverables, as specified in the TO. The scope and nature of this inspection will be sufficiently
comprehensive to ensure the completeness, quality, and adequacy of all deliverables.

The Government requires a period NTE 15 workdays after receipt of final deliverable items for
inspection and acceptance or rejection.

E.4 BASIS OF ACCEPTANCE

The basis for acceptance shall be in compliance with the requirements set forth in the TO, the
contractor’s proposal and other terms and conditions of the contract. Deliverable items rejected
shall be corrected in accordance with the applicable clauses.

Reports, documents, and narrative-type deliverables will be accepted when all discrepancies,
errors, or other deficiencies identified in writing by the Government have been corrected.

If the draft deliverable is adequate, the Government may accept the draft and provide comments
for incorporation into the final version.

All of the Government's comments on deliverables must either be incorporated in the succeeding
version of the deliverable, or the contractor must demonstrate to the Government's satisfaction
why such comments should not be incorporated.

If the Government finds that a draft or final deliverable contains spelling errors, grammatical
errors, or improper format, or otherwise does not conform to the requirements stated within this
TO, the document may be immediately rejected without further review and returned to the
contractor for correction and resubmission. If the contractor requires additional Government
guidance to produce an acceptable draft, the contractor shall arrange a meeting with the FEDSIM
COR.

E.5 DRAFT DELIVERABLES

The Government will provide written acceptance, comments, and/or change requests, if any,
within 15 workdays (unless specified otherwise in Section F) from Government receipt of the
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SECTION E - INSPECTION AND ACCEPTANCE

draft deliverable. Upon receipt of the Government’s comments, the contractor shall have ten
workdays to incorporate the Government's comments and/or change requests and to resubmit the
deliverable in its final form.

E.6 WRITTEN ACCEPTANCE/REJECTION BY THE GOVERNMENT

The CO/COR will provide written notification of acceptance or rejection of all final deliverables
within 15 workdays (unless specified otherwise in Section F). All notifications of rejection will
be accompanied with an explanation of the specific deficiencies causing the rejection.

E.7 NON-CONFORMING PRODUCTS OR SERVICES

Non-conforming products or services will be rejected. Deficiencies will be corrected, by the
contractor, within ten workdays of the rejection notice. If the deficiencies cannot be corrected
within ten workdays, the contractor will immediately notify the FEDSIM COR of the reason for
the delay and provide a proposed corrective action plan within ten workdays.

For all tasks, if the contractor does not provide products or services that conform to the
requirements of this TO, the Government will document the issues associated with the non-
conforming products or services in the award fee determination report, and there will be an
associated reduction in the earned award fee.
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SECTION F — DELIVERIES OR PERFORMANCE

NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant
Contract. Section F of the contractor’s Alliant Contract is applicable to this TO and is hereby
incorporated by reference. In addition, the following applies:

F.3 TASK ORDER PERIOD OF PERFORMANCE

The period of performance for this TO is a base period of date of TO Award (anticipated date
July 16, 2012) through September 30, 2012, and five option periods as provided below:

Base Period: July 12, 2012 — September 30, 2012
Option Period 1: October 1, 2012 — September 30, 2013
Option Period 2: October 1, 2013 — September 30, 2014
Option Period 3: October 1, 2014 — September 30, 2015
Option Period 4: October 1, 2015 — September 30, 2016
Option Period 5: October 1, 2016 — July 11, 2017

F.4 PLACE OF PERFORMANCE

Place of Performance is primarily at the contractor’s location(s). Long distance travel will be
required in support of this requirement.. From award until the move to 18" and F 80% of
contractors will work on Government site.

F.5 DELIVERABLES

The following schedule of milestones will be used by the FEDSIM COR and the FAS OCIO
TPOC to monitor timely progress under this TO. The contractor shall deliver the deliverables
and meet the milestones stated below. Section E describes acceptance for deliverables.

The following abbreviations are used in this schedule:
NLT: No Later Than
TOA: Task Order Award
TO: Task Order
PoP: Period of Performance
IAW: In Accordance With
CD: Calendar Days

All references to Days: Calendar Days (except as noted)

Deliverables are due the next Government workday if the due date falls on a holiday or weekend.
The contractor shall submit the deliverables listed in the following table:

SOW PLANNED
MILESTONE/DELIVERABL | REFERENCE | COMPLETION DATE
E
Project Start (PS) | === At TOA
Project Kick-Off Meeting C5.1.1 NLT 10 CD after TOA
Copy of TO (initial award and all | F.5.2 Within 10 workdays of TOA
modifications)
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SECTION F — DELIVERIES OR PERFORMANCE

SOW PLANNED

MILESTONE/DELIVERABL | REFERENCE | COMPLETION DATE

E

Transition-In Overview Briefing | C.5.1.1, Due at Project Kick-Off Meeting

C.5.2.1

Monthly Status Report C5.1.2 Monthly, by 15 calendar day of
the next month

Technical Status Meeting Cs5.14 Monthly

Technical Status Meeting C5.14 Within 7 CD of the completion of

Minutes the meeting

Program Management Plan C5.1.1, Initial Draft PMP Due 10 days

(PMP) Initial Draft C.5.1.5 after Project Kick-Off Meeting

Program Management Plan C5.1.5 Final PMP within 2 weeks of

(PMP) Final Government Comments on draft

PMP Update C.s.1.6 Annually

Quality control plan C5.1.5 As part of PMP submission

Travel Authorization Request H.23.2 During Technical Status Meeting
or Earlier Depending on the Need

Trip Report C.5.1.7 NLT 5 Calendar Days after Trip
Completion (if requested)

Transition In Plan (Draft) C.5.2.1 Within 10 CD after Kick-Off

Transition In Plan (Final) C.5.2.1 Within 10 CD after receipt of
Government comments.

Transition Out Plan C5.22 NLT 90 Calendar Days prior to
expiration of the TO

Request to Initiate Purchase or H.24 Provide to OCIO TPOC and

Consent to Purchase FEDSIM COR at Status Meeting or
earlier

Standards and Procedures C.5.4.14 In accordance with the PMP

Manual (see Section F.5.1 for

other topics to be included)

Test Plan C5.4.14 Per PMP, Prior to Testing

Technical Design Plans C5.5 In accordance with the PMP

Analysis of DaaS Cs53 In accordance with the PMP

Performance Reports Cs3 In accordance with the PMP

Milestone: Contractor to fully September 23, 2012

take over contract performance

(independent of incumbent

support)

F.5.1 PUBLIC-RELEASE OF CONTRACT DOCUMENTS REQUIREMENT

The contractor agrees to submit, within ten workdays from the date of the Contracting Officer’s
execution of the initial TO, or any modification to the TO (exclusive of Saturdays, Sundays, and
Federal holidays), a portable document format (PDF) file of the fully executed document with all
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SECTION F — DELIVERIES OR PERFORMANCE

proposed necessary redactions, including redactions of any trade secrets or any commercial or
financial information that it believes to be privileged or confidential business information, for the
purpose of public disclosure at the sole discretion of GSA. The contractor agrees to provide a
detailed written statement specifying the basis for each of its proposed redactions, including the
applicable exemption under the Freedom of Information Act (FOIA), 5 U.S.C. § 552, and, in the
case of FOIA Exemption 4, 5 U.S.C. § 552(b)(4), shall demonstrate why the information is
considered to be a trade secret or commercial or financial information that is privileged or
confidential. Information provided by the contractor in response to the contract requirement may
itself be subject to disclosure under the FOIA. Submission of the proposed redactions constitutes
concurrence of release under FOIA.

GSA will carefully consider the entire contractor’s proposed redactions and associated grounds
for nondisclosure prior to making a final determination as to what information in such executed
documents may be properly withheld.

F.5.2 DELIVERABLES MEDIA

The contractor shall deliver all electronic versions by email and CD-ROM, as well as placing in
the FAS designated repository. Identified below are the required electronic formats, whose
versions must be compatible with Microsoft Office 2007.

o Text Microsoft Word

e Spreadsheets Microsoft Excel

e Briefings Microsoft PowerPoint
e Drawings Microsoft Visio

e Schedules Microsoft Project

GSA is committed to preserving the environment and would like to reduce the number of paper
hardcopies produced under this task order. Additional information will be provided at the
Project Kick-Off Meeting.

F.6 PLACE(S) OF DELIVERY

Unclassified deliverables and correspondence shall be delivered to the Contracting Officer’s
Representative (COR) at the address below:

GSA FAS FEDSIM

ATTN: Diti Gandhi

1800 F Street Northwest
Washington, DC 20405
Telephone: (202)527-5736
Email: diti.gandhi@gsa.gov

Copies of all deliverables shall also be delivered to the FAS OCIO TPOC at the address below:

GSA FAS OCIO
ATTN: Rosemary Olsen
1800 F Street NW
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Washington, DC 20405
Telephone: 703-605-9124
Email: rosemary.olsen@gsa.gov

F.7 NOTICE REGARDING LATE DELIVERY/PROBLEM NOTIFICATION REPORT
(PNR)

The contractor shall notify the FEDSIM COR via a Problem Notification Report (PNR) (Section
J, Attachment C) as soon as it becomes apparent to the contractor that a scheduled delivery will
be late. The contractor shall include in the PNR the rationale for late delivery, the expected date
for the delivery, and the project impact of the late delivery. The FEDSIM COR will review the
new schedule and provide guidance to the contractor. Such notification in no way limits any
Government contractual rights or remedies including, but not limited to, termination.

F.8 PERFORMANCE REQUIREMENTS SUMMARY

A summary listing of minimum Service Level Metrics for each Service is provided below.
Beginning the third month after System Cutover (transition accepted by the Government), the
following Service Level Requirements shall apply.

A key objective of the PBSOW is to attain Service levels to provide FAS OCIO stakeholders
with a highly efficient database infrastructure to meet mission-critical system requirements,
critical milestones and objectives. The contractor shall consistently meet or exceed the following
minimum Service Levels which are required at the end of the Transition Period. The contractor
shall provide written or electronic reports to GSA FAS regarding the contractor’s compliance
with the Service Level Requirements specified in the PBSOW.

F.8.1 Database Service Level Requirements (SLRs)

Table 1. Database Administration

Definition Performance of all Database Administration tasks including, but not limited to,
software installation, patching, general and SQL codes performance monitoring,
troubleshooting and tuning instances creation and refresh, and recovery operations. For
service level measurement, production requests MUST be executed within the highest
service level.

Database Administration Service Level Requirements

.- ] ] Performance SLR
Administration Type Service Measure Target Performance %

Instance Creation and Elapsed Time Create = 2 Business Days 97%
Refresh Refresh = 1 Business Day
Create End-User ID, Elapsed Time 2 hours (1-5 requests daily) 97%
Grants, Revokes, Create 4 hours (6—-10 requests daily)
table space, other data 2 Business Days >10 daily
definition requests Based on a per-database request
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Performance tuning and | Elapsed Time Proactive monitoring of SQL code and 97%
maintenance preemptive intervention to maintain
required performance levels as agreed
upon. Proactive monitoring of database
configuration settings/parameters to ensure
optimal database performance.
Two hours to respond to ad hoc requests
Database Availability with exception of maintenance Events and Events that are out of Unisys 99.9%
control
. Performance SLR
Database Refresh Type | Service Measure Target Performance %
Individual patches and | Elapsed Time Within 7 to 10 Business Days for high 97%
requisite patches per vulnerability security patches, completed
database, to include within Availability SLRs.
security patches Within 15 Business Days for all other
patches.
Service packs and Elapsed Time Within 5 Business Days of signoff by GSA. 97%
updates to “dot” releases Required downtime is outside of the normal
Availability SLRs.
Version or major release | Elapsed Time Within 5 Business Days of signoff by GSA. 97%
updates Required downtime is outside of the normal
Availability SLRs.
Formula Total number of events completed within Performance Target +
Total number of events scheduled, due or required
Measurement Measure Weekly
Interval
Reporting Period Report Monthly
Measurement Tool TBD

Technology Refreshment and Replenishment

Table 2.

Definition

Server Refresh Service Level Requirements

Technology refreshment and replenishment are the activities associated with
modernizing the databases and middleware components on a continuous basis to ensure
that software components stay current with evolving industry standards. These activities
should be conducted in accordance with the GSA FAS Database policies and

procedures.

Server Refresh Service Level Requirements

implementation of
service packs and
updates to “dot” releases

Server Refresh Service Measure e RIS
Target Y%
Notification of vendor Response Time Within 30 days after Software vendor 97.0%
Software upgrades and announcement
new releases
Testing and Response Time Within 60 days after approved by GSA FAS | 97.0%
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Testing and Response Time Within 90 days after approved by GSA FAS | 97.0%
implementation of
version or major release
updates

Number of requests completed on time + Total of all requests

Formula . . .
occurring during Measurement period

Measure Interval Measure Weekly

Reporting Period Report Monthly

Measurement Tool | TBD

Table 3. Table 3. Middleware/JBOSS Administration

Definition Perform JOBSS/Middleware application server installation, configuration, clustering,
and administration, preferably on Unix/Linux/Window platforms or cloud based
environments. For service level measurement, production requests MUST be executed
within the highest service level.

JBoss/Middleware Administration Service Level Requirements

Perf SLR
Administration Type Service Measure erT(::;l;nce Performance %

Individual Application | Elapsed Time Create = 2 Business Days 95%

Installation , Certificate

Installation, Cluster

Installation and

Configuration, Per

Instance Creation and

Configuration

Performance Elapsed Time Perform monitoring of JBOSS 95%

troubleshooting, tuning configuration settings/parameters to ensure

and maintenance optimal JBOSS instance performance.

Two hours to respond to ad hoc requests

Individual patches and Elapsed Time Within 7 to 10 Business Days for high 95%

requisite patches per vulnerability security patches, completed

Instance, to include within Availability SLRs.

security patches Within 15 Business Days for all other

patches.
Service packs and Elapsed Time Within 5 Business Days of signoff by GSA. 95%
updates to “dot” releases Required downtime is outside of the normal
Availability SLRs.
Version or major release | Elapsed Time Within 5 Business Days of signoff by GSA. 95%
updates Required downtime is outside of the normal
Availability SLRs.
Formula Total number of events completed within Performance Target ~
Total number of events scheduled, due or required
Measurement Measure Weekly
Interval
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Reporting Period

Report Monthly

Measurement Tool

TBD

Cross Functional Services Service Level Requirements

Table 4. Incident Resolution Definition and Service Level Requirements
Time to Resolve Incidents following responses to different Incident Severity Level
Definition classifications. Each Incident is categorized according to the Incident Resolution priorities
listed below
Incident Resolution Service Level Requirements
Incident Resolution Service Measure Performance SLR Performance
Target %
Time to Notify GSA FAS ofa | Time to Respond <15 minutes 99.999%
Severity 1 or 2 Incident
Severity Level 1 Time to Resolve <2 hours 98.0%
Severity Level 2 Time to Resolve <4 hours 98.0%
Severity Level 3 Time to Resolve <8 hours 98.0%
Severity Level 4 Time to Resolve Next Business Day or as prioritized | 98.0%
by Contractor
Root Cause Analysis Time to Report Within 24 hours of Incident 98.0%
Resolution
Formula Number of requests completed within Performance Target
+ Total of all requests occurring during Measurement
Interval
Measurement Measure Weekly
Interval
Reporting Period Report Monthly
Measurement Tool | TBD

Severity Levels

Table 5. Severity Levels

Severity Level 1 —
Emergency/Urgent
Critical Business Impact

The Incident has caused a complete and immediate work stoppage affecting a

Critical Function such that a primary business process or a broad group of users

(such as an entire department, floor, branch, line of business, and/or external

customer, etc.) is affected. No work around available. Examples:

= Major application problem (e.g., GSA Advantage, eOffer etc.)

= Severe disruption during critical periods (e.g., month-end processing,
HOD/BOT meetings)

=  WAN or LAN outage

= Security violation (e.g. denial of service, port scanning)

Severity Level 2 — High
Major Business Impact

A business process is affected in such a way that business functions are severely
degraded, multiple users are impacted, a key customer is affected, or a Critical
Function is operating a significantly reduced capacity or functionality. A
Workaround may be available; however the Workaround is not easily sustainable.
Examples:

=  Major data/database or application problem (e.g.,GSA Advantage)

=  Security incursion on a non-critical system
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Severity Level 3 — Medium A business process is affected in such a way that certain functions are unavailable

Moderate Business Impact to end users or a system and/or service is degraded. A Workaround may be
available.

Severity Level 4 — Low An Incident that has little impacts on normal business processes and can be

Minimal Business Impact handled on a scheduled basis. A Workaround is available or there is minimal

negative impact on a user’s ability to perform their normal daily work. Example:
= “How to” questions

= Service Requests (e.g. system enhancement)

= Peripheral problems (e.g. locally attached printer)

=  Preventative Maintenance

Help Desk

Table 6. Help Desk Service Level Requirements

Description Performance Measurement Target Levels

The contractor shall open a problem ticket immediately upon,

1 o
Problem logging but no later than 15 minutes after, notification of a problem. 100%
. Problems not resolved during the initial inquiry will be Status Report
Severity Level . . .
assigned a problem severity type determined by reference to Frequency
Severity Levels 1 & 2 the user’s assessment of the impact the problem may have on | Hourly
Severity Level 3 GSA FAS database operations, and following GSA FAS Daily
approved guidelines.
Severity Level 4 Contractor shall report problem status for each problem Weekly

depending on problem severity type assigned.

Problem logging: Time from Problem Notification (as
recorded by Help Desk ticker and/or other GSA FAS /

How Measured Contractor documentation [e.g. e-mail] whichever is earliest.
Status Report Frequency: GSA FAS assessment supported by
documentation (e.g. E-Mails) as available

Measurement Interval Measure Weekly, Report Monthly

IT Continuity and Disaster Recovery

Table 7. IT Continuity and Disaster Recovery Definition and Service Level Requirements

Time to recover GSA FAS systems after Disaster Recovery Incident has been determined.
The recovery time objective (RTO) is the duration of time and a service level within which a
business process must be restored after a disaster (or disruption) in order to avoid

Definition unacceptable consequences associated with a break in business continuity. A recovery point
objective (RPO) is the maximum tolerable period in which data might be lost from an IT
Service due to a Major Incident.

Disaster Recovery Service Level Requi
GSA FAS Service Measure Performance SLR Performance %
Disaster Target
Recovery
Prioritization
Severity Level | <2 hours 98.0%
and 2 Recovery time objective
(RTO)
Severity Level 3 | Recovery time objective | <4 hours 98.0%
and 4 (RTO)
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Severity Level 5

<8 hours 98.0%

or greater Recovery time objective
(RTO)
Formula Number of applications recovered within Performance Target +
Total number of applications in Measurement Interval
Measure Interval Measure Monthly
Reporting Period Report Quarterly
Measurement Tool TBD

Database License Tracking and Management

Within five days after the first day of each calendar quarter, the contractor shall select a
statistically valid sample, in accordance with the process specified in the Standards and
Procedures Manual, to measure the contractor’s compliance with the following Service Level
Requirements pertaining to the accuracy of individual data elements in the Database License
tracking database. Accuracy of data shall adhere to the following Service Level Requirement.

Table 8.

Database License Tracking Level Requirements

Asset Tracking Service Level Requirements

Accuracy of Accuracy Accuracy percentage of each of the following data elements as
Database licenses determined by audit:
in Tracking Data Element Accuracy Percentage
System Serial Number 97%
Location 97%
GSA Asset Tag Number 97%
Formula Number of tracked Assets where data element is determined to be
correct + Total number of tracked Assets audited
Measurement Audited as specified in Standards and Procedures Manual (quarterly
Interval as of Effective Date).
Measurement Tool | TBD

Configuration Management

Table 9.

Configuration Manage

Configuration Management Service Level Requirements

ent Service Level R

artifacts for system
change to Configuration
Management prior to
change

. Performance SLR Performance
Requests Service Measure °
Target Yo
Delivery of all required | Completeness / Completeness and Accuracy of information 95.0%

Accuracy contained in responses

Formula SLR =100% x (Total number of deliveries — Unacceptable
deliveries) + Total number of deliveries

Measurement Measure Monthly, Report Monthly

Interval
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Configuration Management Service Level R

. Performance SLR Performance
Requests Service Measure °
Target Yo
Measurement TBD
Tool

Key Customer Satisfaction Survey

GSA FAS and the contractor shall establish a mutually agreed-upon Key Customer Satisfaction
survey that may be facilitated by a Third Party and designed with GSA FAS and contractor
input.

The Third Party shall supply to GSA FAS semiannual reports of GSA FAS business Key
Customer Satisfaction, integrating the results of ongoing Key Customer Satisfaction surveys for
Hosting Services. Upon delivery of each such report, the Parties shall meet to jointly identify any
areas of Key Customer dissatisfaction. The contractor shall prepare a Project Plan with GSA
FAS input and approval to Resolve Key Customer dissatisfaction.

Table 10. Key Customer Satisfaction Service Level Requirements

Key Customer Satisfaction Service Level Requirements

Key Customer Service Measure Performance Target SLR Performance %
Satisfaction
Scheduled Survey Key Customer Satisfaction rate | Key Customers surveyed | 90%
(conducted should be very satisfied
semiannually by GSA or satisfied
FAS or its designated
Third Party agent)
Formula Sum of survey result from each participant + Total
number of participants responding to Scheduled Survey
Measurement Interval Measure Semiannually
Reporting Period Report Semiannually
Measurement Method/Source TBD
Data
Documentation

Table 11. Documentation Service Level Requirements

Documentation Service Level Requirements

Performance SLR Performance
Requests Service Measure | Target %
Update of system Completeness / Completeness and Accuracy of information 95.0%
change documentation Accuracy contained in documentation including Entity-
for changes Relationship Diagrams, Infrastructure

Diagrams and User/Technical Manual,
reflecting the latest changes and
modifications.

Formula SLR =100% x (Total number of deliveries — Unacceptable
deliveries) + Total number of deliveries
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Documentation Service

Performance SLR Performance
Requests Service Measure | Target %
Measurement Measure Weekly, Report Monthly
Interval
Measurement TBD
Tool

evel Requirements

Database Synchronization/Replication

Table 12. Synchronization/Replication Service Level Requirements

Definition

Databases and JBOSS Instances are replicated and synchronized with no more than a
small delay. This SLR applies only to the Production environment.

Database JBoss/Middleware Administration Service Level Requirements

an ] ] Performance SLR
Administration Type Service Measure Target Performance %
Replication from Elapsed Time SLR = 5 minutes 99%
Primary database to the
COOQP database for
Oracle, Sybase, MS
SQL, MySQL, JBoss
Backup and Restore
Table 13 Backup and Restore Service Level Requirement
Backup Schedule and Service Level Requirements
Type of Backu Backup Frequenc Storage Site Retention / Purge Period SLR
yp P pkreq y g g Performance %
Incremental Daily On-site 30 days 100%
Backup
Full Backup Weekly Off-site 30 days 100%
Full Backup Monthly Off-site 13 months 100%
Selected Backup Periodically, as On-site As specified in request 100%
requested
Long-term Biweekly or as Off-site 7 or more years as required 100%
Archive Backup directed (year-end, by law or regulation
etc)
Forever Off-site Daily Off-site Indefinite 100%
Formula Number of backups completed within Performance Target + Total of

all requests occurring during Measurement interval

Measurement Interval

Measure Weekly, Report Monthly

Measurement Tool

TBD
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Table 14. Restoration Service Level Requirements

Restoration Service Level Requirements

Restoration Type Service Measure Performance SLR

Target Performance %
Restore Requests for recovery of Response Time <3 hours
production data- Data 1 week old or less from GSA FAS request 100.0%

Data is recoverable from storage
media and usable by FAS applications
Restore Requests for recovery of test | Response Time <8 hours
and development data or data volume | Data 1 week old or less from GSA FAS request 100.0%
backups - Data is recoverable from
storage media and usable by FAS

applications
Restore Requests for recovery of data | >1 week old Commence restore within
or data volume backups - Data is 3 Business Days 100.0%
recoverable and usable by FAS
applications
Formula Number of requests completed within
Performance Target + Total of all requests
occurring during Measurement Interval
Measurement Interval Measure Weekly
Reporting Period Report Monthly
Measurement Tool TBD
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SECTION G — CONTRACT ADMINISTRATION DATA

NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant
Contract. Section G of the contractor’s Alliant Contract is applicable to this TO and is hereby
incorporated by reference. In addition, the following applies:

G.3.5 CONTRACTING OFFICER’S REPRESENTATIVE

The CO will appoint a COR in writing at TO award. The COR will receive, for the Government,
all work called for by the TO and will represent the CO in the technical phases of the work. The
COR will provide no supervisory or instructional assistance to contractor personnel.

The COR is not authorized to change any of the terms and conditions, scope, schedule, and price
of the Contract or the TO. Changes in the scope of work will be made only by the CO by
properly executed modifications to the Contract or the TO.

G.3.5.1 CONTRACT ADMINISTRATION
Contracting Officer:

Mr. John Terrell

GSA FAS AAS FEDSIM
1800 F Street NW
Washington, DC 20405
Telephone: (703) 605-2748
Fax: (703) 605-9088

Email: john.terrell@gsa.gov

Contracting Officer’s Representative:

Ms. Diti Gandhi

1800 F Street Northwest
Washington, DC 20405
Telephone: (202)-527-5736
Email:diti.gandhi@gsa.gov

Technical Point of Contact:

GSA FAS OCIO
ATTN: Rosemary Lanzano

1800 F Street Northwest
Washington, DC 20405
Telephone: 703-605-9124

Email: rosemary.lanzano@gsa.gov

G.9.6 INVOICE SUBMISSION

The contractor shall submit Requests for Payments in accordance with the format contained in
General Services Administration Manual (GSAM) 552.232-25, PROMPT PAYMENT (Nov
2009), to be considered proper for payment. In addition, the data elements indicated below shall
be included on each invoice.
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Task Order Number: GSQO0014AJ0143

Paying Number: Awaiting Finance

FEDSIM Project No: 14067GSM

Project Title: GSA FAS OCIO Database Administration and Middleware

Server Support Services

The contractor shall certify with a signed and dated statement that the invoice is correct and
proper for payment.

The contractor shall provide invoice backup data in accordance with the contract type, including
detail such as labor categories, rates, and quantities of labor hours per labor category.

The contractor shall submit invoices as follows:

The contractor shall utilize FEDSIM’s electronic Assisted Services Shared Information SysTem
(ASSIST) to submit invoices. The contractor shall submit invoices electronically by logging
onto the following link (requires Internet Explorer to access the link):

https://portal.fas.gsa.gov

Select Vendor Support, log in using your assigned ID and password, then click on Create
Invoice. The AASBS Help Desk should be contacted for support at 877-472-4877 (toll free) or
by email at AASBS.helpdesk@gsa.gov. By utilizing this method, no paper copy of the invoice
shall be submitted to GSA FEDSIM or the GSA Finance Center. However, the FEDSIM COR
may require the contractor to submit a written “hardcopy” invoice with the client’s certification
prior to invoice payment.

G.9.6.1 INVOICE REQUIREMENTS

The contractor shall submit a draft or advance copy of an invoice to the FAS OCIO TPOC and
GSA COR for review prior to its submission to GSA Finance.

If the task order has different contract types, each should be addressed separately in the invoice
submission (preferably one combined invoice per month). All invoices should clearly state the
QP number found on the SF300/30.

The final invoice is desired to be submitted within six months of task order completion.

G.9.6.1.1 COST-PLUS-AWARD-FEE (CPAF) CLINs (for LABOR)

The contractor may invoice monthly on the basis of cost incurred for the CPAF CLINs. The
invoice shall include the period of performance covered by the invoice and the CLIN number
and title. All hours and costs shall be reported by CLIN element (as shown in Section B), by
contractor employee, and shall be provided for the current billing month and in total from project
inception to date. The contractor shall provide the invoice data in spreadsheet form with the
following detailed information. The listing shall include separate columns and totals for the
current invoice period and the project to date.
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e Employee name (current and past employees)

e Employee company labor category

e Employee Alliant labor category

e Monthly and total cumulative hours worked

¢ Billing rate (as proposed in the cost proposal)

e Corresponding TO ceiling rate

e Cost incurred not billed

e Current approved forward pricing rate agreement in support of indirect costs billed

All cost presentations provided by the contractor shall also include Overhead charges, and
General and Administrative charges and shall also include the Overhead and General and
Administrative rates being applied.

The Government will promptly make payment of any award fee upon the submission, by the
contractor to the FEDSIM COR, of a public voucher or invoice in the amount of the total fee
earned for the period evaluated. Payment may be made without issuing a TO modification if
funds have been obligated for the award fee amount. The contractor shall attach the Award Fee
Determining Official (AFDO)/CO determination letter to the public voucher and/or invoice.

G.9.6.1.2 TOOLS AND OTHER DIRECT COSTS (ODCs)

The contractor may invoice monthly on the basis of cost incurred for the TOOLS and ODC
CLINs. The invoice shall include the period of performance covered by the invoice and the
CLIN number and title. In addition, the contractor shall provide the following detailed
information for each invoice submitted, as applicable. Spreadsheet submissions are required.

Tools or ODCs purchased

Consent to Purchase number or identifier
Date accepted by the Government
Associated CLIN

Project—to-date totals by CLIN

Cost incurred not billed

Remaining balance of the CLIN

All cost presentations provided by the contractor shall also include Overhead Charges and
General and Administrative Charges.

G.9.6.1.3 TRAVEL
The contractor may invoice monthly on the basis of cost incurred for cost of travel comparable

with the FTR. The invoice shall include the period of performance covered by the invoice, the
CLIN number and title. Separate worksheets, in MS Excel format, shall be submitted for travel.
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CLIN/Task Total Travel: This invoice information shall identify all cumulative travel costs billed
by CLIN/Task. The current invoice period’s travel detail shall include separate columns and
totals and include the following:

Travel Authorization Request number or identifier
Current invoice period

Names of persons traveling

Number of travel days

Dates of travel

Number of days per diem charged

Per diem rate used

Total per diem charged

Transportation costs

Total charges

All cost presentations provided by the contractor shall also include Overhead Charges and
General and Administrative Charges.
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NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant
Contract. Section H of the contractor’s Alliant Contract is applicable to this TO and is hereby
incorporated by reference. In addition, the following applies:

H.2 KEY PERSONNEL

The following are the minimum personnel who shall be designated as “Key.” The contractor
shall propose appropriate labor categories for these positions. The Government does not intend
to dictate the composition of the ideal team to perform this TO. Therefore, the Government
encourages and will evaluate additional Key Personnel as proposed by the offeror.

e Project Manager (PM)

e Data Architect

e Senior Database Administrator

e Application Server/Middleware/JBOSS Administrator

The Government desires that Key Personnel be assigned for the duration of the TO.

H.2.1 Project Manager (PM), [BISHIIEEGE

The contractor shall identify the above listed PM to serve as the Government’s major point of
contact and to provide overall leadership and guidance for all contractor personnel assigned to
the TO. The PM is ultimately responsible for the quality and efficiency of the TO to include
both technical issues and business processes. The PM shall have organizational authority to
execute the requirements of the TO. The PM shall assign tasking to contractor personnel,
supervise on-going technical efforts, and manage overall TO performance. This individual shall
have the ultimate authority to commit the contractor’s organization and make decisions for the
contractor’s organization in response to Government issues, concerns, or problems. This person
shall be readily available to respond to Government questions, concerns, and comments, as well
as be proactive in alerting the Government to potential contractual or programmatic issues.

It is required that the proposed PM have the following qualifications:

e PMP® Certification, and an ITIL® Foundation and/or Practitioner Certification, for
either ITIL® v.2 or v.3, at time of proposal submission. This will be evaluated on a
Pass/Fail basis.

It is desired that the proposed PM has the following desirable qualifications:

e Demonstrated experience in the management and control of complex information
technology infrastructure involving internet and multiple disparate network
subsystems, that are in similar size and scope as described in this TOR.

e Demonstrated experience with the management, manpower utilization, and
supervision of employees (including subcontractors) of various labor categories and
skills in projects similar in size and scope as proposed for the TOR.
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e Experience in a quality assurance environment that includes, at a minimum,
knowledge of customer satisfaction tracking, user complaint and monitoring
programs, and quality control (QC) programs.

e Demonstrated ability for oral and written communication with the highest levels of
management including the ability to effectively communicate technical details.

H.2.2 Data Architect, [SISIIINEGEGE

The contractor shall identify the above expert technical role, Data Architect. The Data Architect
defines and plans data/information architectures for enterprise systems. The Data Architect will
work on multiple projects as a project leader or as the subject matter expert. The Data Architect
will work on projects/issues of high complexity that require in-depth knowledge across multiple
technical areas and business segments. The Data Architect will coach and mentor more junior
technical staff. The Data Architect will provide logical design & information management
strategies necessary to store, move and manage data in a new target state or an alternative
version of existing state.

It is required that the proposed Data Architect have the following qualifications:

e Demonstrated ability to supervise the creation of all conceptual, logical, and physical
data models. Also the ability to review proposed data models contained in
packaged/commercially available applications before they are purchased.

e Demonstrated ability to participate in data integration, business intelligence (BI) and
enterprise information management programs by rationalizing data processing to
support reuse. Work with data service administrators to develop the data object and
models to support service-oriented architecture.

e Demonstrated ability to identify the data assets that are deemed significant to the
enterprise, as determined by the business impact, decision impact, risk mitigation, or
organizational impact of the information.

e Demonstrated ability to develop data architecture to improve the design and
engineering of the database schemas, improve query performance and archiving
routines.

e Demonstrated knowledge and expertise with storage arrays and Storage Area
Networks (SANs) as well as experience with application development and detailed
design activities.

It is desired that the proposed Data Architect have the following qualifications:

e Bachelor’s or Master’s Degree in Computer Science, Information Systems, or other
related field, or shall Have equivalent work experience. In addition, at least one
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industry recognized certification in a database discipline (i.e. Oracle certification
etc.).

e 7to 10 years of experience with large and complex database management systems
and/or experience as a senior programmer or database administrator.

H.2.3 Senior Database Administrator JEJEEEEEGETTE

The Contractor shall identify the above role, Senior Database Administrator. The Senior
Database Administrator shall manage and maintain all production and non-production databases.

It is required that the Senior Database Administrator have the following qualifications:

e Demonstrated responsibility for standards and design of physical data storage,
maintenance, access, and security administration.

e Demonstrated ability to perform backup and recovery on Database Management Systems,
configures database parameters, and prototype designs against logical data models,
defines data repository requirements, data dictionaries, and warehousing requirements.

e Demonstrated ability to optimize database access and allocates/re-allocates database
resources for optimum configuration, database performance, and cost.

e Demonstrated ability to tune SQL statements and ensures all database parameters/settings
are optimally configured for performance.

It is desired that the Senior Database Administrator have the following qualifications:

e Bachelor’s Degree in Computer Science, Information Systems, or other related field or
equivalent work experience. In addition, must possess at least one industry recognized
certification in a database discipline (i.e. Oracle certification etc.).

e 4 to 6 years of experience working with various database management systems in
database design, testing, implementation, maintenance, and administration in a multiple
platform environment.

e A minimum of 5 years experience tuning and optimizing SQL.

H.2.4 Application Server/Middleware/JBOSS Administrator, [[SESIIIIEGEGEE

The Contractor shall identify the above role, Application Server/Middleware/JBOSS
Administrator. The Application Server/Middleware/JBOSS Administrator manages and
maintains all production and non-production middleware instances. This key person is
responsible for establishing middleware standards, designing middleware components that are
highly-available, providing maintenance, access, and security administration.
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It is required that the Application Server/Middleware/JBOSS Administrator have the following
qualifications:
e Demonstrated experience managing an large and complex application server
infrastructure200+ JBOSS instances as well as experience with performance tuning of
J2EE applications and configuring middleware components.

e Demonstrated experience with troubleshooting management complex issues related to
applications and middleware.

e Hands-on experience with JBOSS application server installation, configuration,
clustering, and administration, preferably on Unix/Linux platforms or cloud based
environments and the ability to install and securely implement JBOSS enterprise middle-
ware components. Strong understanding of web application architectures.

e Demonstrated ability to configure clustering and load-balancing across VMs or within
VMs optimizing memory and resource usage across the multiple instances.

e Demonstrated experience with SOA architectures, including Enterprise Service Bus,
Workflow components and the development of large scale SOA implementations.

e Demonstrated experience with J2EE application servers (Tomcat, JRUN , JBOSSJboss) ,
Oracle, Perl, Shell, HTTP, and Apache in UNIX/Linux.

e Demonstrated experience with JVM configuration and monitoring as well as skills with
the following: Java, JBOSS, J2EE, Shell Scripts.

It is desired that the Application Server/Middleware/JBOSS Administrator have the following
qualifications:

e Atleast 10 years of experience in software engineering.

ADDITIONAL KEY PERSONNEL:

e Transition Manager, [SNSHIIENEGEG
e Cloud Architect, [ SIING
e Senior Production DBA, [SISIIIENEGE

H.2.5 KEY PERSONNEL SUBSTITUTION

The contractor shall not replace any personnel designated as Key Personnel without the written
concurrence of the CO. Prior to utilizing other than personnel specified in proposals in response
to the TOR, the contractor shall notify the Government CO and the COR. This notification shall
be no later than ten calendar days in advance of any proposed substitution and shall include
justification (including resume(s) and labor category of proposed substitution(s)) in sufficient
detail to permit evaluation of the impact on TO performance.
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Substitute personnel qualifications shall be equal to, or greater than, those of the Key Personnel
being substituted. If the Government CO and the COR determine that the proposed substitute
personnel is unacceptable, or that the reduction of effort would be so substantial as to impair the
successful performance of the work under the TO, the contractor may be subject to default action
as prescribed by FAR 52.249-6, Termination (Cost Reimbursement).

H.3 NON-KEY PERSONNEL

It is desired that the contractor’s non-Key Personnel possess at a minimum one database
certification in Oracle, Sybase, or some other industry recognized certification. It is desired that
Middleware engineers have a minimum of 5 years experience working middleware components,
in particular JBOSS.

H.5 GOVERNMENT-FURNISHED PROPERTY (GFP)

GFP is provided in Section J (Attachment A). GFP shall be maintained in accordance with
clauses as referenced in TOR Section 1.2.

H.5.2 GOVERNMENT-FURNISHED INFORMATION (GFI)
GFI containing SOPs currently in place will be provided via GSA Wiki access at TO Award.
H.7 SECURITY CONSIDERATIONS

The contractor shall comply with agency personal identity verification procedures identified in
the TOR that implement Homeland Security Presidential Directive - 12 (HSPD-12), Office of
Management and Budget (OMB) guidance M-05-24, and Federal Information Processing
Standards Publication (FIPS PUB) Number 201.

The contractor shall insert this clause in all subcontracts when the subcontractor is required to
have physical access to a Federal controlled facility or access to a Federal information system.

Background investigations are required for access to GSA information systems (including
contractor operations that design, operate, test, maintain, and/or monitor GSA systems).

The Contractor shall comply with agency personal identity verification procedures identified in
the contract that implement Homeland Security Presidential Directive - 12 (HSPD-12), Office of
Management and Budget (OMB) guidance M-05-24, and Federal Information Processing
Standards Publication (FIPS PUB) Number 201.

The Contractor shall insert this clause in all subcontracts when the subcontractor is required to
have physical access to a federally controlled facility or access to a Federal information system.

All individuals assigned to the task order must undergo a National Agency Check with Inquiries
and Credit (NACIC) and follow GSA’s Homeland Security Presidential Directive/HSPD-12
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Policy Guidelines. No access shall be given to government computer information systems and
government sensitive information without a background investigation.

No access will be given to Government computer information systems and Government sensitive
information before the background investigation is completed.

Work on this project may require contractor personnel to have access to limited information to
fully integrate financial, operational, procurement, and personnel data. The clearance is
considered sensitive, but unclassified.

The TO requires the contractor to be responsible for properly protecting all information used,
gathered, or developed as a result of work under this task order. In addition, the contractor is
required to protect all Government data, equipment, etc., by treating the information as sensitive.

The TO statement of work requires the contractor to ensure appropriate administrative, technical,
and physical safeguards are established to ensure the security and confidentiality of this
information, data, and/or equipment is properly protected.

The FEDSIM COR and CO retains the right to request removal of contractor personnel,
regardless of prior clearance or education adjudication status, whose actions, while assigned to
this task order clearly conflict with the interest of the Government.

H.7.1 NEW CONTRACTOR PERSONNEL

The Contractor shall notify FAS OCIO Personnel and Security Administration when new
employees have been approved to work on the contract. Before arriving at OCIO, each
Contractor employee must have submitted necessary clearance paperwork to Security through
the designated contractor single security point of contact, packages must be submitted as a single
complete and comprehensive package. Contractor employees without clearances will be
provided visitor badges.

H.7.2 DEPARTING CONTRACTOR PERSONNEL

The Contractor shall notify OCIO Personnel and Security Administration when Contractor
personnel will no longer be working on the contract. The Contractor must then turn in all
badges, Government-furnished equipment and deliverables, and provide an updated list of GFP.

H.7.3 PROCESSING OF BACKGROUND INVESTIGATION PACKAGES FOR
CONTRACTORS

Step One: Submit the following items to GSA/FAS/QAQOD, Attn: Sandra Bowman/Robert
Stanley, Crystal Plaza 4, 2200 Crystal Drive, Room L109, Arlington, VA 22202:

1. Contractor Information Worksheet (CIW)-Version 4: (See Section J, Attachment L,
instructions on page 2. The contractor's e-mail address must be accurate).
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2. GSA 3665, Authorization to Obtain Credit Report (if a Moderate Risk public
trust certification is required) OR OF 306, Declaration for Federal Employment (if a Low
Risk public trust certification is required). (See Section J, Attachments M and N)
3. FD 258, Fingerprint Cards (2). Fingerprinting can be done at:
o GSA, Central Office, Personnel Division, 18" & F Streets, NW, Rm. 1100, Bill
Kaplan (202) 501-0610 or Darin Wilkerson (202) 501-1580, (M-F, between 9:30 —
11:00 or 1:30 — 2:30). Temporary located at One Constitution Square, 1275 First
Street, NE, Washington, DC 20002
o Police Station (there may be a cost)
o Military installations (for active duty, reservists or retirees)
4. The COTR/Program Manager must review the package for accuracy and completeness.

Step Two: This office will initiate the contract employee (hereafter called applicant) in the
Office of Personnel Management (OPM) automated Electronic Questionnaires for Investigations
Processing System (e-QIP) and contact the applicant via e-mail with instructions to complete the
security questionnaire.

Step Three: The applicant has three (3) business days to log into the OPM portal to complete
the process. The applicant should be instructed to save all work in case they have to exit and
return prior to completing the questionnaire.

Step Four: Extensions: E-mail/call robertl.stanley(@gsa.gov or sandra.bowman(@gsa.gov -703-
605-1886 or 1887 with reasons for extension, and how many additional days are needed.

Step Five: When the applicant completes the e-QIP form, he/she should remember to print out
all signature pages (CER, REL, MEL) prior to electronically releasing the e-QIP form to the
Department of Homeland Security (DHS), Federal Protective Service (FPS) (the Reviewing
Agency).
Certification Page (CER): Certification that the application is complete.

e General Release (REL): Authorization for Release of Information.

e Authorization for Release of Medical (MEL) Information: If required.

Step Six: The applicant should “release” the security questionnaire electronically to DHS/FPS
and either upload signature pages in e-QIP or forward to Robert Stanley or Sandra Bowman.

Step Seven: This office will review and forward complete packages to DHS/FPS for further
processing.

Note: The COTR/Program Manager must follow-up with applicant to ensure he/she has
completed the security questionnaire in e-QIP and submitted signature pages prior to
making an inquiry to this office regarding the status of their background investigation.

Instructions for Completing the Contractor Information Worksheet (CIW)
1. On the top portion:
e Type of Contractor: Embedded
e ARRA Long Term Contractor: Not Applicable
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e Investigation Preference: e-QIP
e Priority: Normally "Routine". If requesting a MBI or BI, you have the option to
"Expedite"
e Sponsor Office Symbol: Office. symbol of GSA COTR/Program Mgr
(MANDATORY)
e GSA Region: CO for Central Office (MANDATORY)
2. Complete Sections 1-5.
3. Inbox for “Alternate POC and Phone Number or Comments,” type the following
comment: Please send results to sandra.bowman@gsa.gov.

Note: If you are unable to enter information on the form, refer to the instructions on page
2 of the CIW, "How to Enable Macros If You Are Not Able to Enter Information or Select
Options Electronically."

H.9 ORGANIZATIONAL CONFLICT OF INTEREST AND NON-
DISCLOSURE REQUIREMENTS

H.9.1 ORGANIZATIONAL CONFLICT OF INTEREST

If the contractor is currently providing support or anticipates providing support to the GSA FAS
OCIO that creates or represents an actual or potential organizational conflict of interest (OCI),
the contractor shall immediately disclose this actual or potential OCI in accordance with FAR
Subpart 9.5. The contractor is also required to complete and sign an Organizational Conflict of
Interest Statement in which the contractor (and any Subcontractors, consultants or teaming
partners) agrees to disclose information concerning the actual or potential conflict with any
proposal for any solicitation relating to any work in the task order. All actual or potential OCI
situations shall be identified and addressed in accordance with FAR Subpart 9.5.

H.9.2 NON-DISCLOSURE REQUIREMENTS

If this TO requires the contractor to act on behalf of or provide advice with respect to any phase
of an agency procurement, as defined in FAR 3.104-4, then the contractor shall ensure that all its
personnel (to include subcontractors, teaming partners, and consultants) who will be personally
and substantially involved in the performance of the TO:

e Execute and submit a Non-Disclosure Agreement prior to the commencement of any work on
the TO, and

e Are instructed in the FAR 3.104 requirements for disclosure, protection, and marking of
contractor bid or proposal information, or source selection information.

All proposed replacement contractor personnel also must submit a Non-Disclosure agreement
and be instructed in the requirements of FAR 3.104. Any information provided by contractors in
the performance of this TO or obtained by the Government is only to be used in the performance
of the TO. The contractor shall put in place appropriate procedures for the protection of such
information and shall be liable to the Government for any misuse or unauthorized disclosure of
such information by its personnel, as defined above.
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H.14 SECTION 508 COMPLIANCE EXEMPTION

This requirement is exempt from Section 508 compliance under FAR 39.204(d) Back Office
Exemption. The equipment under the scope of the TO is located in spaces frequented only by
service personnel for maintenance, repair, and occasional monitoring.

H.18 PURCHASING SYSTEMS

The objective of a contractor purchasing system assessment is to evaluate the efficiency and
effectiveness with which the contractor spends Government funds and complies with
Government policy with subcontracting.

Prior to the award of a TO the CO will verify the validity of the contractor's purchasing system.
Thereafter, the contractor is required to certify to the CO no later than 30 calendar days prior to
the exercise of any options the validity of their purchasing system. Additionally, if reviews are
conducted of the purchasing system after the exercise of the option, the contractor shall provide
the results of the review to the CO within ten workdays from the date the results are known to
the contractor.

H.19 EARNED VALUE MANAGEMENT SYSTEM
EVM will be one of the criteria in award fee determination.

The contractor shall employ EVM in the management of this TO in accordance with the
American National Standards Institute (ANSI)/Electronic Industries Alliance (EIA) Standard-
748-A-1998, Earned Value Management Systems. A copy of the standard is available at
http://global.ihs.com/. The Government expects the contractor to employ innovation in its
proposed application of EVM techniques to this TO in accordance with best industry practices.
The following EVM status information shall be included in each MSR:

e Planned Value (PV)
e Earned Value (EV)
e Actual Cost (AC)

e A cost curve graph plotting PV, EV, and AC on a monthly basis from inception of the TO
through the last report, and plotting the AC curve to the estimated cost at completion
(EAC) value.

e An EVM variance analysis that includes the following:
Cost variance = (EV - AC)

Cost Variance % = (CV/PV X 100%)

Cost Performance Index (CPI) = (EV/AC)
Schedule Variance = (EV minus PV)

Schedule Variance % = (SV/PV X 100%)
Schedule Performance Index (SPI) = (EV/PV)
Estimate at Completion (EAC)

ACcum + 1/CPI X (BAC minus EV cum)

S@E e o o
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i. ACcum + 1/CPI X SPI X (BAC minus EVcum)
j.  Variance at Completion (VAC) = (BAC minus EAC) for EAC
k. Variance at Completion % + (VAC/BAC X 100%) for EAC
1. Estimate to Completion (ETC)
m. Expected Completion Date
e Explain all variances greater than ten percent.
e Explain, based on work accomplished as of the date of the report, whether the
performance goals will be achieved.

e Discuss the corrective actions that will be taken to correct the variances, the risk
associated with the actions.

The Government will conduct an Integrated Baseline Review within 60 calendar days after TOA,
or exercise of significant TO options, or incorporation of major TO modifications. The objective
of the Integrated Baseline Review is for the Government and the contractor to jointly assess
areas, such as the contractor's planning, to ensure complete coverage of the TO, logical
scheduling of the work activities, adequate resources, and identification of inherent risks.

H.23 TRAVEL
H.23.1 TRAVEL REGULATIONS

Contractor costs for travel will be reimbursed at the limits set in the following regulations (see
FAR 31.205-46):

Federal Travel Regulations (FTR) - prescribed by the GSA, for travel in the contiguous U.S.
H.23.2 TRAVEL AUTHORIZATION REQUESTS

Before undertaking travel to any Government site or any other site in performance of this TO,
the contractor shall have this travel approved by, and coordinated with, the FAS OCIO TPOC
and FEDSIM COR. Notification shall include, at a minimum, the number of persons in the
party, traveler name, destination, duration of stay, purpose, and estimated cost. Prior to any long
distance travel, the contractor shall prepare a Travel Authorization Request for Government
review and approval. Long distance travel will be reimbursed for cost of travel comparable with
the Federal Travel Regulations (FTR).

Requests for travel approval shall:

Be prepared in a legible manner.

Include a description of the travel proposed including a statement as to purpose.

Be summarized by traveler.

Identify the TO number.

Identify the CLIN and Interagency Agreement account associated with the travel.

Be submitted in advance of the travel with sufficient time to permit review and approval.
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The contractor shall use only the minimum number of travelers and rental cars needed to
accomplish the task(s). Travel shall be scheduled during normal duty hours whenever possible.

H.24 TOOLS AND ODCs

The Government may require the contractor to purchase hardware, software, and related supplies
critical and related to the services being acquired under the TO. Such requirements will be
identified at the time a TOR is issued or may be identified during the course of a TO by the
Government or the contractor. If the contractor initiates a purchase within the scope of this TO
and the prime contractor has an approved purchasing system, the contractor shall submit to the
FEDSIM COR a Request to Initiate Purchase (RIP). If the prime contractor does not have an
approved purchasing system, the contractor shall submit to the CO a Consent to Purchase (CTP).
The RIP and CTP shall include the purpose, specific items, estimated cost, cost comparison, and
rationale. The contractor shall not make any purchases without an approved RIP from the COR
or an approved CTP from the CO and without complying with the requirements of section H.25
below.

H.25 COMMERCIAL SOFTWARE AGREEMENTS

H.25.1 The Government understands that commercial software tools that may be purchased in
furtherance of this Task Order as described in section H.24 and as contemplated in the Tools and
ODC CLINSs in section B.7 may be subject to commercial agreements which may take a variety
of forms, including without limitation licensing agreements, terms of service, maintenance
agreements, and the like, whether existing in hard copy or in an electronic or online format such
as "clickwrap" or "browsewrap" (collectively, "Software Agreements"). The parties
acknowledge that the FAR clause at 12.212(a) requires the Government to procure such tools
and their associated documentation under such Software Agreements to the extent such Software
Agreements are consistent with Federal law.

H.25.2 In order to ensure that the Software Agreements are consistent with Federal law, the
contractor shall not make any purchase contemplated in section H.24 above without first
securing the consent of the licensor of such software tools to amend the Software Agreements in
accordance with the Amendment clause set forth in section H.25.4 below. The contractor shall
submit documentary evidence of such consent as part of its technical proposal.

H.25.3 The requirements of this section H.25 apply only to those commercial software tools
newly purchased under this Task Order; they do not apply to software furnished as GFI/GFE (if
any). Further, they apply only to those Software Agreements that define the Government as the
licensee or are intended to be transferred or assigned to the Government, with the Government
becoming the licensee, at the end of this Task Order.

H.25.4 As used in the Amendment clause, the term "this Agreement" refers to each Software
Agreement. The relevant definitions and the capitalization of terms (e.g., Licensee, Licensor,
Software, Agreement) may be adjusted as necessary to match the nomenclature of the Software
Agreement.
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SECTION H — SPECIAL CONTRACT REQUIREMENTS

For Federal Government Licensees, this Agreement is hereby amended as follows:

1.

Dispute resolution and governing law: Any arbitration, mediation or similar
dispute resolution provision in this Agreement is hereby deleted. This
Agreement shall be governed by and interpreted and enforced in accordance with
the laws of the United States of America, and dispute resolution shall take place
in a forum, and within the time period, prescribed by applicable federal law. To
the extent permitted by federal law and then only to the extent not pre-empted by
federal law, the laws of the state specified in this Agreement (excluding its choice
of law rules) will apply. No equitable or injunctive relief, and no shifting of legal
fees or costs, may be sought against the Federal Government Licensee except as,
and then only to the extent, specifically authorized by applicable federal statute.
Indemnification: Any provisions in this Agreement requiring any Federal
Government Licensee to indemnify any party are hereby deleted and shall not
apply. Any provisions requiring the licensor to indemnify the Federal
Government Licensee shall be revised to state that such indemnification, and the
conduct and/or settlement of any applicable proceedings, shall be subject to 28
USC 516.

Changes in templates: This Agreement shall apply in the version attached hereto.
Subsequent updates to or changes in the licensor's standard commercial templates
for such agreements shall not be binding on the Federal Government Licensee,
except by prior express written agreement of both parties.

Fees, taxes and payment: 1f the Software is licensed as part of a separate
Government contract between the Federal Government Licensee and a prime
contractor, the provisions of such contract regarding fees, taxes and payment
shall supersede any provisions of this Agreement regarding same.
Notwithstanding the foregoing: (a) express written agreement of the Federal
Government Licensee shall be required prior to (i) any extension or renewal of
this Agreement or the associated fees or (ii) any change in the fees; (b) late
payments shall be governed by the Prompt Payment Act and the regulations at 5
CFR 1315; and (c) no cost of collection on delinquent invoices may be sought
against the Federal Government Licensee except as, and then only to the extent,
specifically authorized by applicable federal statute.

Assignment: Licensor may not assign this Agreement or its rights or obligations
thereunder, in whole or in part, except in accordance with the procedures set forth
in FAR subparts 32.8 and/or 42.12, as applicable.

No waiver of liability or cause of action: Any provision requiring the Federal
Government Licensee to agree to waive or otherwise not to pursue any claim
against the licensor it may otherwise have is hereby deleted. Without limiting the
generality of the foregoing, the parties agree that nothing in this Agreement,
including but not limited to the limitation of liability clauses, in any way grants
the licensor a waiver from, release of, or limitation of liability pertaining to, any
past, current or future violation of federal law and that no clause restricting users'
statements shall be read to restrict the Federal Government Licensee's ability to
pursue any course of action otherwise permitted by federal law, regulation, or
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policy, including without limitation making public statements in connection with
any suspension or debarment action.

7. Audit: Any clauses in this Agreement allowing for an audit of the Federal
Government Licensee's records or information systems, or verification of its
compliance with this Agreement generally, shall be subject to the Federal
Government Licensee's requirements pertaining to security matters, including
without limitation clearances to be held and non-disclosure agreements to be
executed by auditors, badging or escorting requirements for access to premises,
and other applicable requirements. Any over-use identified in an audit shall be
referred to the prime contractor or the Federal Government Licensee's contracting
officer (as applicable) for action. No audit costs may be sought against the
Federal Government Licensee except as, and then only to the extent, specifically
authorized by applicable federal statute.

8. Compliance with laws: The parties acknowledge that the United States, as a
sovereign, is subject to the laws of the United States. Nothing in this Agreement
shall be interpreted to imply consent by any Federal Government Licensee to
submit to the adjudicative or enforcement power of any regulatory,
administrative, or judicial authority of, or the application of the laws of, another
jurisdiction. Any provision inconsistent with applicable federal law that is not
listed above is hereby deemed omitted from this Agreement to the extent of such
inconsistence.

9. Third party terms: Any third party licensing terms associated with third-party
software components or products embedded in or otherwise provided with the
Software shall be deemed amended in accordance with sections 1-8 above.

H.26 INTELLECTUAL PROPERTY RIGHTS

The existence of any patent, patent application or other intellectual property right that encumbers
any deliverable must be disclosed in writing on the cover letter that accompanies the delivery. If
no such disclosures are provided, the data rights provisions in FAR 52.227-14 apply. The
Software Agreements referenced in section H.25, amended as contemplated therein, shall be
deemed to constitute such disclosure with regard to their associated commercial software tools
and shall prevail over any inconsistent provision in FAR 52.227-14 to the extent of such
inconsistency.

H.27 AWARD FEE

See the Award Fee Determination Plan in Section J, (Attachment J).

H.27.1 ESTABLISHMENT AND DETERMINATION OF AWARD FEE

The award fee dollar pool will be established on execution of the TO. The Government reserves
the right to adjust these amounts to reflect any change in the Estimated Cost. The amount of
Award Fee is established at award and cannot exceed 6.0% over the life of the order. The
Government will, at the conclusion of each specified evaluation period(s), evaluate the
contractor’s performance for a determination of award fee earned. The contractor agrees that the
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determination as to the amount of the award fee earned will be made by the Government AFDO
and such determination is binding on both parties and shall not be subject to the “Disputes”
clause or to any board or court.

The evaluation of contractor performance will be in accordance with the AFDP (Section H.27.3).
The Government will promptly advise the contractor in writing of the determination and reasons
why the award fee was not earned. The contractor may submit a self-evaluation of performance
for each period under consideration. While it is recognized that the basis for the determination
of the fee will be the evaluation by the Government, any self-evaluation which is received within
ten workdays after the end of the period being evaluated may be given consideration as deemed
appropriate by the Award Fee Evaluation Board (AFEB). Any cost associated with the
development and presentation of a self-evaluation will not be allowed as a direct cost to this TO.

H.27.2 PROVISIONAL AWARD FEE PAYMENTS

(1) Provisional award fee payments may be made under this TO pending the determination
of the amount of fee earned for an evaluation period. The total amount of award fee
available in an evaluation period that may be provisionally paid is the lesser of 50% of
the award fee pool for the current period or the prior period's award fee. Provisional
award fee payments may be made to the contractor at the end of each award fee period.

(2) Provisional award fee payments will be superseded by the final award fee evaluation for
that period. If provisional payments exceed the final evaluation score, the contractor will
either credit the next payment voucher for the amount of such overpayment or refund the
difference to the Government, as directed by the CO.

(3) If the CO determines that the contractor will not achieve a level of performance
commensurate with the provisional rate, the CO will discount or reduce the amount of the
provisional award. The CO will notify the contractor in writing if it is determined that
such discontinuance or reduction is appropriate.

(4) Award fee determinations are unilateral decisions made solely at the discretion of the
Government.

H.27.3 AWARD FEE DETERMINATION PLAN (AFDP)

An AFDP will be established by the Government, in consultation with the contractor, based on
the objectives and concerns provided in the TO request and the contractor-provided solutions.
The AFDP will include the criteria used to evaluate each area and the percentage of award fee
available for each area. The initial plan will be finalized NLT 15 workdays after award date.

The AFDP may be revised unilaterally by the Government at any time during the period of
performance. The Government will make every attempt to provide changes to the contractor 15
workdays prior to the start of the evaluation period to which the change will apply. The AFDP
may be re-evaluated each evaluation period with input from the contractor.

The Government may, at its option, unilaterally revise the plan to include metrics gathered from
the re-evaluation to be applied in future award fee periods.
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H.27.4 DISTRIBUTION OF AWARD FEE

The Award Fee will be distributed in accordance with the AFDO determination and the AFDP
(Section J, Attachment J)

If the Government initiates any action that impacts the contractual scope of work and/or schedule
pursuant to the “changes” clause or other pertinent provisions of the TO, the maximum award fee
available for payment for any evaluation periods impacted will be modified as negotiated
between the parties.

H.28 CONTRACTOR TRAINING

The Contractor shall provide fully trained and experienced technical and lead personnel required
for performance of all tasks under the Task Order. The Government will not reimburse the
contractor for training classes needed to remain current with systems, software, features, and
functions. Training of contractor personnel shall be performed at the Contractor’s expense except
when the COR has given prior approval for training to meet special requirements that are

specific to a particular task order. Only after approval will the Government will pay any direct
charges associated with training (e.g. tuition, travel, and per-diem, if required). The Contractor
shall pay, without Government reimbursement, salary and other expenses.
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SECTION I — CONTRACT CLAUSES

NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant
Contract. Section I of the contractor’s Alliant Contract is applicable to this TO and is hereby
incorporated by reference. In addition, the following applies:

1.2 FAR52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This TO incorporates one more clauses by reference with the same force and effect as if they
were given in full text. Upon request the CO will make their full text available. Also, the full
text of a provision may be accessed electronically at:

FAR website: https://www.acquisition.gov/far/

Clause No Clause Title Date
52.204-9 Personal Identity Verification of Contractor Personnel Jan 2011
52.217-8 Option to Extend Services

Fill-In Date: 10 days Nov 1999
52.217-9 Option to Extend the Term of the Contract

Fill-In Date: 30 days

Fill-In Date: 30 days

Fill-In Date: Five years Mar 2000
52.227-14 Rights in Data - General Dec 2007
52.227-14 Rights in Data — General Alternate 11 Dec 2007
52.227.14 Rights in Data — General Alternate 111 Dec 2007
52.227-15 Representation of Limited Rights Data and Restricted

Computer Software Dec 2007
52.234-4 Earned value management system Jul 2006
52.242-15 Stop-work order Apr 1989
52.242-15 Stop-work order — Alternate | Apr 1984
52.246-2 Inspection of Supplies — Fixed Price Aug 1996
52.246-3 Inspection of Supplies — Cost reimbursement May 2001
52.246-4 Inspection of Services — Fixed Price Aug 1996
52.246-5 Inspection of Services — Cost reimbursement Apr 1984
52.246-15 Certificate of Conformance Apr 1984
52.246-16 Responsibility for Supplies Apr 1984
52.249-2 Termination for Convenience of the Government (Fixed-

Price) Apr 2012
52.249-6 Termination (Cost Reimbursement) May 2004
52.249-8 Default (Fixed Price Supply and Service) Apr 1984
52.251-1 Government Supply Sources Apr 2012
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1.3 GENERAL SERVICES ADMINISTRATION ACQUISITION MANUAL (GSAM),
INCORPORATED BY REFERENCE

The full text of a provision may be accessed electronically at:

GSAM website: https://www.acquisition.gov/gsam/gsam.html

Clause No Clause Title Date
552.232-25 Prompt Payment (Nov 2009)
552.228-5 Government as Additional Insured (May 2009)
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SECTION J — LIST OF ATTACHMENTS

J.1 LIST OF ATTACHMENTS

Attachment Title

GFP/GFI (electronically attached)

Monthly Status Report

Problem Notification Report
Employee/Contractor Non-Disclosure Agreement
Consent to Purchase (electronically attached)

Travel Authorization (electronically attached)

REMOVED

REMOVED

REMOVED

Award Fee Determination Plan (AFDP) (electronically attached)
REMOVED

Contractor Information Worksheet (electronically attached)

GSA Form 3665, Authorization to Obtain Credit Report (electronically
attached)

OF 306, Declaration for Federal Employment (electronically attached)
Incremental Funding Table (electronically attached)

oz Rt |AR|=|—~|Z|Q|m| o|glO|m|»>

Task Order GSQ0014AJ0143 PAGE J-1
Modification PS04



SECTION J — LIST OF ATTACHMENTS

ATTACHMENT A

GFP/GFI (electronically attached)
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ATTACHMENT B
MONTHLY STATUS REPORT FOR (MONTH AND YEAR)

Contractor Name:
Contract and Task Order Number:
Prepared by:

Reporting Period:

Page 1 of

Monthly Status Report

Work Planned for the Month

Work Completed During the Month

Work Not Completed During the Month

Work Planned for Next Month

Contract Meetings
Indicate the meeting date, meeting subject, persons in attendance and duration of the
meeting.

Deliverable Status

Issues/Questions/Recommendations

Risks
Indicate potential risks, their probability, impact, and proposed mitigation strategy.

Funds Expended (Travel, Tools, and ODC CLINs only)
Accumulated invoiced cost for each CLIN up to the month being reported. Graphically
present contract ceiling, funding and costs incurred to date by CLIN and total.
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ATTACHMENT C
PROBLEM NOTIFICATION REPORT

TASK ORDER NUMBER: DATE:

1. Nature and sources of problem:

2. COR was verbally notified on: (date)

3. Is action required by the Government? Yes No

4. If YES, describe Government action required and date required:

5. Will problem impact delivery schedule? Yes No

6. If YES, identify what deliverables will be affected and extent of delay:

7. Can required delivery be brought back on schedule? Yes No

8. Describe corrective action needed to resolve problems:

9. When will corrective action be completed?

10. Are increased costs anticipated? Yes No

11.  Identify amount of increased costs anticipated, their nature, and define Government
responsibility for problems and costs:
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Attachment D
NON-DISCLOSURE AGREEMENT
BETWEEN
U.S. GENERAL SERVICES ADMINISTRATION (GSA)
FEDERAL SYSTEMS INTEGRATION AND MANAGEMENT CENTER (FEDSIM)
AND
[CONTRACTOR]

This agreement, made and entered into this day of , 2012 (the “Effective
Date”), is by and between GSA and [CONTRACTOR].

WHEREAS, [CONTRACTOR] and GSA FEDSIM have entered into [Contract No.],
Task Order No. [INSERT] for services supporting the [CLIENT AGENCY AND
PROGRAM/PROJECT NAME];

WHEREAS, [CONTRACTOR] is providing [DESCRIPTION, e.g.,
consulting/professional IT, engineering] services under the Task Order;

WHEREAS, the services required to support [PROGRAM/PROJECT NAME] involve
certain information which the Government considers to be "Confidential Information" as defined
herein;

WHEREAS, [CONTRACTOR] GSA desires to have [CONTRACTOR]’s support to
accomplish the Task Order services and, therefore, must grant access to the Confidential
Information;

WHEREAS, [CONTRACTOR] through its work at a Government site may have access
to Government systems or encounter information unrelated to performance of the Task Order
which also is considered to be Confidential Information as defined herein;

WHEREAS, GSA on behalf of [CLIENT AGENCY] desires to protect the
confidentiality and use of such Confidential Information;

NOW, THEREFORE, for and in consideration of the mutual promises contained herein,
the parties agree as follows:

1. Definitions. “Confidential Information” shall mean any of the following: (1) "contractor bid
or proposal information" and "source selection information" as those terms are defined in 41
U.S.C. § 2101; (2) the trade secrets or proprietary information of other companies; (3) other
information, whether owned or developed by the Government, that has not been previously
made available to the public, such as the requirements, funding or budgeting data of the
Government; and for contracts/orders providing acquisition assistance, this term specifically
includes (4) past performance information, actual/proposed costs, overhead rates, profit,
award fee determinations, contractor employee data of offerors/contractors, methods or
procedures used to evaluate performance, assessments, ratings or deliberations developed in
an evaluation process, the substance of any discussions or deliberations in an evaluation
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process, and any recommendations or decisions of the Government unless and until such
decisions are publicly announced. This term is limited to unclassified information.

2. Limitations on Disclosure. [CONTRACTOR] agrees (and the [CONTRACTOR] Task
Order personnel must agree by separate written agreement with CONTRACTOR) not to
distribute, disclose or disseminate Confidential Information to anyone beyond the personnel
identified in the [ATTACHED LIST], unless authorized in advance by the GSA Contracting
Officer in writing. The Contracting Officer and TPOC will review the List to ensure it
includes only those individuals to be allowed access to the information. The list, which may
be updated from time to time, is approved when signed by the GSA Contracting Officer and
TPOC.

3. Agreements with Employees and Subcontractors. [CONTRACTOR] will require its
employees and any subcontractors or subcontractor employees performing services for this
Task Order to sign non-disclosure agreements obligating each employee/subcontractor
employee to comply with the terms of this agreement. [CONTRACTOR] shall maintain
copies of each agreement on file and furnish them to the Government upon request.

4. Statutory Restrictions Relating to Procurement Information. [CONTRACTOR]
acknowledges that certain Confidential Information may be subject to restrictions in Section
27 of the Office of Federal Procurement Policy Act (41 U.S.C. § 2101 et seq.), as amended,
and disclosures may result in criminal, civil, and/or administrative penalties. In addition,
[CONTRACTOR] acknowledges that 18 U.S.C. § 1905, a criminal statute, bars an employee
of a private sector organization from divulging certain confidential business information
unless authorized by law.

5. Limitations on Use of Confidential Information. [CONTRACTOR] may obtain
Confidential Information through performance of the Task Order orally or in writing. These
disclosures or this access to information is being made upon the basis of the confidential
relationship between the parties and, unless specifically authorized in accordance with this
agreement, [CONTRACTOR] will:

a) Use such Confidential Information for the sole purpose of performing the
[PROGRAM/PROJECT] support requirements detailed in the Task Order and for no
other purpose;

b) Not make any copies of Confidential Information, in whole or in part;

c) Promptly notify GSA in writing of any unauthorized misappropriation, disclosure, or use
by any person of the Confidential Information which may come to its attention and take
all steps reasonably necessary to limit, stop or otherwise remedy such misappropriation,
disclosure, or use caused or permitted by a [CONTRACTOR] employee.

6. Duties Respecting Third Parties. [f [CONTRACTOR] will have access to the proprietary
information of other companies in performing Task Order support services for the
Government, [CONTRACTOR] shall enter into agreements with the other companies to
protect their information from unauthorized use or disclosure for as long as it remains
proprietary and refrain from using the information for any purpose other than that for which
it was furnished. [CONTRACTOR] agrees to maintain copies of these third party
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agreements and furnish them to the Government upon request in accordance with 48 C.F.R. §
9.505-4(b).

Notice Concerning Organizational Conflicts of Interest. [CONTRACTOR] agrees that
distribution, disclosure or dissemination of Confidential Information (whether authorized or
unauthorized) within its corporate organization or affiliates, may lead to disqualification from
participation in future Government procurements under the organizational conflict of interest

rules of 48 C.F.R. § 9.5.

Entire Agreement. This Agreement constitutes the entire agreement between the parties
and supersedes any prior or contemporaneous oral or written representations with regard to
protection of Confidential Information in performance of the subject Task Order. This
Agreement may not be modified except in writing signed by both parties.

Governing Law. The laws of the United States shall govern this agreement.

Severability. If any provision of this Agreement is invalid or unenforceable under the
applicable law, the remaining provisions shall remain in effect.

In accordance with Public Law No. 108-447, Consolidated Act, 2005, the following is
applicable:

These restrictions are consistent with and do not supersede, conflict with, or otherwise alter
the employee obligations, rights, or liabilities created by Executive Order No. 12958;
section 7211 of title 5, United States Code (governing disclosures to Congress); section
1034 of title 10, United States Code, as amended by the Military Whistleblower Protection
Act (governing disclosure to Congress by members of the military); section 2302(b)(8) of
title 5, United States Code, as amended by the Whistleblower Protection Act (governing
disclosures of illegality, waste, fraud, abuse or public health or safety threats); the
Intelligence Identities Protection Act of 1982 (50 U.S.C. 421 et seq.) (governing
disclosures that could expose confidential Government agents); and the statutes which
protect against disclosure that may compromise the national security, including sections
641, 793, 794, 798, and 952 of title 18, United States Code, and section 4(b) of the
Subversive Activities Act of 1950 (50 U.S.C. 783(b)). The definitions, requirements,
obligations, rights, sanctions, and liabilities created by said Executive order and listed
statutes are incorporated into this agreement and are controlling.

Beneficiaries. If information owned by an individual or entity not a party to this agreement
is disclosed or misappropriated by [CONTRACTOR] in breach of this agreement, such
information owner is a third party beneficiary of this agreement. However, nothing herein
shall create an independent right of action against the U.S. Government by any third party.

IN WITNESS WHEREOF, GSA and [CONTRACTOR] have caused the Agreement to be
executed as of the day and year first written above.
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UNITED STATES GENERAL SERVICES ADMINISTRATION

Name Date

Title

[CONTRACTOR]

Name Date

Title
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ATTACHMENT E

CONSENT TO PURCHASE
(electronically attached)
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ATTACHMENT F

Travel Authorization
(electronically attached)
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ATTACHMENT G

REMOVED
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ATTACHMENT H

REMOVED
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ATTACHMENT I

REMOVED
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ATTACHMENT J

Award Fee Determination Plan
(electronically attached)
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ATTACHMENT K

REMOVED
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ATTACHMENT L

Contractor Information Worksheet (electronically attached)
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ATTACHMENT M

GSA Form 3665, Authorization to Obtain Credit Report
(electronically attached)
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ATTACHMENT N

GSA Form 3665, Authorization to Obtain Credit Report
(electronically attached)
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Attachment O
Incremental Funding Table
(electronically attached)
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